Government Employees and Non-Disclosure Forms

Private companies generally require other companies to sign a non-disclosure agreement before releasing their proprietary, or company secret, information.  This is done to protect and prevent their proprietary information from public disclosure, which could prejudice their rights to commercially exploit the information to its full potential.  This is common accepted business practice.  (The government also requires non-government entities to sign a non-disclosure agreement before it will disclose government proprietary (restricted access) information to a non-government entity.)  However, this practice does not apply to government entities or their employees.

During the process of conducting everyday business federal government employees regularly handle company proprietary information from many different companies.  In order to provide blanket protection to private companies and to bypass the burdensome process of signing and tracking many non-disclosure agreements, Congress enacted 18 USC Sec 1905, entitled, “Disclosure of Confidential Information Generally,” on June 25, 1948.  The word “confidential” means “proprietary”.   (Title 18 of the United States Code covers Crimes and Criminal Procedure.)  Under 18 USC Sec 1905, government employees are prohibited from disclosing company proprietary information under threat of criminal penalty. 

The penalty for each violation is a fine of not more than $1,000, or imprisonment for not more than one year, or both a fine and a jail sentence.  The statute also provides that the employee shall be removed from office or employment.  

In order for the information to be protected by the statute, the proprietary information must be marked as proprietary and must qualify as proprietary.  The definition of proprietary information is as follows:

   
Proprietary information means information which embodies trade secrets developed at private expense or business commercial or financial information that is privileged or confidential provided that such information:

(a) 

is not known or available from other sources without obligations concerning its confidentiality;

(b)
has not been made available by the owners to others without obligation concerning its confidentiality;

©
is not already available to the Government without obligation concerning its confidentiality; and,

(d)
has not been developed independently by persons who had no access to the Proprietary Information.

Because of this statute, there is no reason for a federal government employee to sign a commercial non-disclosure agreement.  Not only is the company provided automatic protection against the possibility of a government employee disclosing its proprietary information, but, unlike the consequences of any violation of a commercial non-disclosure agreement, there are penal consequences associated with the violation of a criminal statute.

In addition to the responsibility that the statute places on federal employees, employees should also consider that they are not authorized to sign such agreements in their official capacity.  If a government employee does sign a non-disclosure agreement, they are advised they do so at their own risk.   If litigation is ever initiated by the involved company, the government may elect NOT defend the employee because the employee has exceeded the scope of his employment authority.  Consequently, the employee would have to defend himself, at his own expense, and pay any applicable judgment.
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