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10A. MODIFICATION OF CONTRACT/ORDER NO.

N68936-00-D-0055

10B. DATED (SEE ITEM 13)
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11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D The above numbered solicitation is amended as set forth in kem 14. The hour and date specified for receipt of Offers
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Offers must acknowledge receipt of this amendment prior fo the hour and date specified in the solicitation or as amended, by one of the following methods:

(a) By completing tems 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the
offer submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR
ACKNOWLEDGEMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such
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() _|A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE
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15A. NAME AND TITLE OF SIGNER (Type or Print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or Print)
MARTHA E. ALDRIDGE CONTRACTING OFFICER

158. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
w ZLE A S

(Signature of person authorized o sign) (Signature of Contracting Gekar) 3 Al
NSN 7540-01-152-8070 30-105 STANDARD FORM 30 (REV. 10-83)
PREVIOUS EDITION Prescribed by GSA

UNUSABLE FAR (48 CFR) 53.243




N68936-00-D-0055
Mod No. P00011
Page 2 of 2

The purpose of this modification is to incorporate the 5 Quarter Award Fee Determination
of $269,813.29 into the contract to reflect fee earned for contract performance from 01 Oct
2001 through 28 Dec 2001. Payment of non-AAS award fee in the amount of $258,262.84
for the 5% quarter is hereby authorized.

a. Accounting and appropriation Data:

The funding applied to the contract is for the purpose of paying award fee for QTR 5.
(Excluding $11,550.45 award fee for AAS Task Orders 0052, 0523, 0524, 0530, 0534, and
0535) wherein payment will be made on the individual task orders.

AB 97X4930.NH2C 000 77777 0 068936 2F 000000 00 1206AA1L 00
JON: R7DOOMCAWDO1 Funds Type: NWCF

Requisition Number: N60530-1206-AA1L

FROM: §$1,121,423.72 BY: $258,262.84 TO: $1,379,686.56

b. A voucher in the amount of $258,262.84 may be processed for the payment of Qtr 5
Award Fee.

c. Except as provided herein, all terms and conditions of the document referenced in item
9A or 10A, as hereforeto changed, remain unchanged and in full force and effect.
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The purpose of this modification is to deobligate $1,000,000.00 from the Basic Contract
Accounting and Appropriation Data ACRN AA.

a The following Accounting and appropriation Data is hereby DECREASED:

AA 97X4930.NH2C 000 77777 0 068936 2F 000000 00 9102AA1L 00
JON: R7DOOMC12300 Funds Type: NWCF

Requisition Number: N60530-9102-AA1L

FROM: $1,000,000.00 BY: (51,000,000.00) TO: $0.00

b. Except as provided herein, all terms and conditions of the document referenced in item
9A or 104, as hereforeto changed, remain unchanged and in full force and effect.
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

In Accordance with Contract Clause B-NSTD-01 Level of Effort (COST PLUS AWARD FEE)
(JAN 1992) (NAVSUP), this contract modification incorporates the 6" Quarter Award Fee
Determination into the contract; awarding fee earned for performance from 29 Dec 2001
through 05 April 2001. The contractor has earned $294,976.87 in award fee for the 6" Quarter .
Payment of non-AAS award fee in the amount of $280,095.20 is hereby authorized.
Authorization to pay the remaining $14,881.67 award fee due on AAS task orders: 0069, 0082,
0524, 0530, and 0534 will be provided by separate modification of each of these AAS task
orders.

A voucher in the amount of $280,095.20 may be processed for the payment of Quarter 6
Award Fee.

Changes in Section G
Summary for the Payment Office

As a result of this modification, the total funded amount of the contract is increased:
From: $1,379,686.56 By: $280,095.20 To: $1,659,781.76.

SUB-CLIN 000201
AB: 97X4930 NH2C 000 77777 0 068936 2F 000000 001206AA 1100
JON:R7DOOMCAWDO1
Requisition Number: N60530-1206-AA1L
is increased:
From: $1,379,686.56 By: $280,095.20 To: $1,659,781.76.

Payment of non-AAS award fee in the amount of $280,095.20 is hereby authorized.
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The purpose of this modification is to Authorize the 7th Quarter Award Fee.

ged and in full force and effect.
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P00014
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

In Accordance with Contract Clause B-NSTD-01 Level of Effort (COST PLUS AWARD FEE) (JAN 1992)
(NAVSUP), this contract modification incorporates the 7% Quarter Award Fee Determination into the contract;
awarding fee earned for performance from 05 April 2002 through 28 June 2002. The contractor has earned
$263,893.34 in award fee for the 7™ Quarter. Payment if non-AAS award fee in the amount of $250,799.65 is
hereby authorized. Authorization to pay the remaining $13,093.69 award fee due on AAS task orders: 0069, 0082,
0524 and 0534 will be provided by separate modification of each of these AAS task Orders.

A voucher in the amount of $250,799.65 may be processed for the payment of Quarter 7 Award Fee.

Changes in Section G

Summary for the Payment Office

As a result of this modification, the total funded amount of the contract 1s increased:
From: $1,401,518.90 By: $250,799.65 To: $1,652,318.55

SUB-CLIN :000201

AB: 97X4930 NH2C 000 77777 0 068936 2F 000000 001 206AA 1100

JON R7DOOMCAWDO1 Requisition Number N60530-1206-AA 1L

is increased:

From: $1,401,518.90 By: $250,799.65 To $1,652,318.55

Payment of non-AAS award fee in the amount of $250,799.65 is hereby authorized.
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13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.
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office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).
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14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings,
where feasible.)

Admin mod for invoicing.

including solicitation/contract subject matter

Except as provided herein, all terms and conditions of the document referenced in ltem 9A or 10A, as heretofore changed, remains unch

15A. NAME AND TITLE OF SIGNER (Type or print)

ged and in full force and effect.

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

MARTHA E ALDRIDGE / PROCURING CONTRACTING OFFICER

16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

BY ST L S Swfs oo e

15B. CONTRACTOR/OFFERCR 15C. DATE SIGNED
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE
SUMMARY OF CHANGES

Changes in Section G

Summary for the Payment Office

The total funded amount of the contract remains unchanged.

Changes in Section H
The following clause which is incorporated by full text has been added:

This clause implements NAVAIR’s Wide Area Work Flow Pilot Program. Currently, this clause applies
to payment of Task Order 512 only. In the event that the pilot program is broadened, the Contractor will
receive direction through a duly authorized contract modification.

H- 11 Electronic Submission of Payment Requests
(8) Definitions. Asused in this clause—

(1) “Claim for payment” means an invoice or any other demand or request for payment under
a Department of Defense contract.

(2) “Electronic form™ means an automated system that transmits information electronically
from the initiating system to all affected systems without any manual manipulation of
data after the initial input.

(3) “Contract financing payment” and “invoice payment” have the meanings given in section
32.001 of the Federal Acquisition Regulation.

(4) “Payment request” means any request for contract financing payment or invoice payment
submitted by the Contractor under this contract.

(b) All claims for payments submitted by the Contractor under this contract shall be made in
electronic form.

(c) The Contractor shall submit payment requests by using the following electronic form:

(1) Wide Area WorkFlow Receipts and Acceptance (WAWF-RA). Information regarding WAWF-
RA is available on the Internet at https://rmb.ogden.disa.mil.
(2) The Contractor will ensure the following information is reflected in the associated blocks
within WAWF-RA when creating a Claim for Payment
A) Issue Date ~August 7, 2000
B) Issued DODAAC - N68936
C) Admin DODAAC - N68936
D) Ship To Code — N68936
E) Local Processing Office (LPO) DODAAC — N68936
F) Pay DODAAC — N68688




N68936-00-D-0055
P00015
Page 3 of 3

If, after contract award, the Contractor is unable to submit a payment request in electronic form, or the
Government is unable to receive a payment request in electronic form, the Contractor shall submit the payment
request using a method mutually agreed to by the Contractor and the Contracting Officer.

In addition to the requirements of this clause, the Contractor shall meet the requirements of the appropriate
payment clauses in this contract when submitting payment requests.
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REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter,
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12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

A.THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE
CONTRACT ORDER NO. N ITEM 10A.

X |B.THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying
office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43, 103(B).

C.THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D.OTHER (Specify type of modification and authority)

E. IMPORTANT: Contractor I:I is not, D is required to sign this document and retum copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings,
where feasible.)

The purpose of this modification is to correct an error in accounting data on PG0014

including solicitation/contract subject matter

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect,
15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

DEBRA A ZAMARRON / CONTRACT TECHNOLOGY
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA

BY o Zr Y WM&&-\,

16C. DATE SIGNED

: - i 03-Oct-2002
(Signature of person authorized to sign) (Signature of Contracting Officer)

EXCEPTION TO SF 30 30-105-04 STANDARD FORM 30 (Rev. 10-83)

APPROVED BY OIRM 11-84 Prescribed by GSA

FAR (48 CFR) 53.243
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

Contract Modification P00014, Section G, Summary for the Payment Office is hereby changed as follows:

FROM:
Summary for the Payment Office

As a result of this modification, the total funded amount of the contract is increased:
From: $1,401,518.90 By: $250,799.65 To: $1,652,318.55

SUB-CLIN: 000201

AB: 97X4930 NH2C 000 77777 0 068936 2F 000000 001206AA 1100

JON R7DOOMCAWDO! Requisition Number N60530-1206-AA1L

is increased:

From: $1,401,518.90 By: $250,799.65 To: $1,652,318.55

Payment of non-AAS award fee in the amount of $250,799.65 is hereby authorized.

TO:
Summary for the Payment Office

As a result of this modification, the total funded amount of the contract is increased:
From: $1,659,781.76 By: $250,799.65 To: $1,910,581.41

SUB-CLIN: 000201

AB: 97X4930 NH2C 000 77777 0 068936 2F 000000 001206AA1100
JON R7DOOMCAWDO1 Requisition Number N60530-1206-AA1L
is increased:

From: $1,659,781.76 By: $250,799.65 To: $1,910,581.41

Payment of non-AAS award fee in the amount of $250,799.65 is hereby authorized.
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is required to sign this document and return copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter
where feasible.)

The purpose of this modification is to increase contract value as follows:

From: $81,947,415.00 by: $20,632,910.00 to $102,580,325.00

Except as provided herein, all terms and conditions of the d f
15A. NAME AND TITLE OF SIGNER (Type or print)

d in Item 9A or 10A, as heretofore ch d, ] h

ged and in full force and effect.
16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
MARTHA E ALDRIDGE / PROCURING CONTRACTING OFFICER

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
< . " -~ o - r -
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(Signature of person authorized to sign) (Signature of Contracting Officer)
EXCEPTION TO SF 30 30-105-04 STANDARD FORM 30 (Rev. 10-83)
APPROVED BY OIRM 11-84 Prescribed by GSA
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SUMMARY OF CHANGES
Changes in Solicitation/Contract/Order Form

The total cost has increased from $81,947,415.00 by $20,632,910.00 to $102,580,325.00

Changes in Section B
CLIN 000, Estimated Cost
The total CLIN cost has increased from $74,497,650.00 by $20,632,910.00 to
$95,130,560.00
The estimated/max cost has increased from $74,497,650.00 by $20,632,910.00 to
$95,130,560.00
CLIN 0002, Not to Exceed (NTE) Award Fee

The total CLIN cost remains at $7.,449,765.00

Estimated Cost: $ 95,130,560.00
Base Fee: $ 0
Subtotal: $ 95,130,650.00

Max Award Fee: $ 7.449.765.00
Total Est Cost + Fee $102,580,325.00

Changes in Section G
Summary for the Payment Office
The total funded amount of the contract remains unchanged.

All other terms and conditions remain unchanged unless otherwise specified.
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13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A.THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE
CONTRACT ORDER NO. IN ITEM 10A.

X |B.THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHAN

GES (such as changes in paying
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E. IMPORTANT: Contractor is not, D is required to sign this document and return copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter
where feasible.)

Update clause H-11, Electronic Submission of Payment Request, to add additional task orders.

Except as provided herein, all terms and conditions of the d fe

15A. NAME AND TITLE OF SIGNER (Type or print)

d in Item 9A or 10A, as herctofore changed i hanged and in full force and effect.

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
JACQUELINE R PATTERSON / PROCURING CONTRACTING OFFICER

16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

BY 9‘4-6“&—&;4 P ==5 - P uy

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED

: i i 25-Nov-2002
(Signature of person authorized to sign) (Signature of Contracting Officer)

EXCEPTION TO SF 30 30-105-04 STANDARD FORM 30 (Rev. 10-83)

APPROVED BY OIRM 11-84 Prescribed by GSA

FAR (48 CFR) 53.243
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SUMMARY OF CHANGES
Changes in Section G
Summary for the Payment Office
The total funded amount of the contract remains unchanged.
Changes in Section H
Clause H-11, Electronic Submission of Payment Requests, will now apply to payment of the following task orders:
0089
0090
0092
0094
0108
0109

In addition to the requirements of Clause H-11, the contractor shall meet the requirements of the appropriate
payment clauses in this contract when submitting payment requests.

All other terms and condition not specified above remain unchanged.
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

In accordance with Contract Clause B-NSTD-01 Level of Effort (COST PLUS AWARD FEE)(JAN1 992)(navsup),
THIS CONTRACT MODIFICATION INCORPORATES THE 8™ quarter Award Fee Determination into the
contract, awarding fee earned for performance from 28 June 2002 through 30 Sep 2002. The contractor has earned
$281,202.54 in award fee for the 8 Quarter. Payment of non-AAS award fee in the amount of $262,336.79 is
hereby authorized. Authorization to pay the remaining $18,865.75 award fee due on AAS task orders: 0069, 0082,
0524, 0530 and 0534 will be provided by separate modification of each of these AAS task orders.

A voucher in the amount of $262,336.79 may be processed for the payment of Quarter 8 Award Fee.

Changes in Section G

Summary for the Payment Office

As a result of this modification, the total funded amount of the contract is increased by $262,336.79 from
$1,910,581.41 to $3,172,918.20

SUB-CLIN :000201

AB: 97X4930 NH2C 000 77777 0 068936 2F 000000 001206AA 1100

JON R7DOOMCAWDO0! REQ NO. N60530-1206-AA 1L

is increased from $1,910,581.41 by $262,336.79 to $2,172,918.20

Payment of non-AAS award fee in the amount of $262,336.79 is hereby authorized.
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE
SUMMARY OF CHANGES
Page 2, of PO0019, Summary for the Payment Office, is hereby corrected:

From:

As a result of this modification, the total funded amount of the contract is increased by $262,236.79, from
$1,910,581.41, t0 $3,172,918.20

To:

As a result of this modification, the total funded amount of the contract is increased by $262,236.79, from
$1,910,581.41,to0 $2,172,918.20

The total funded amount of the contract remains unchanged.

All other terms and conditions except that specified above remain unchanged.
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C.THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
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Except as provided herein, all terms and conditions of the d referenced in Item 9A or 10A, as heretofore changed i hanged and in full force and effect.
15A. NAME AND TITLE OF SIGNER (Type or print)

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
MARTHA E ALDRIDGE / PROCURING CONTRACTING OFFICER
16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

BY ‘73-"7_..;.— /‘:J &6;&‘&/&3

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED

- - - 17-Mar-2003
(Signature of person authorized to sign) (Signature of Contracting Officer)

EXCEPTION TO SF 30 30-105-04 STANDARD FORM 30 (Rev. 10-83)

APPROVED BY OIRM 11-84 Prescribed by GSA

FAR (48 CFR) 53.243




N68936-00-D-0055

SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

Changes in Section G

Summary for the Payment Office

The total funded amount of the contract remains unchanged.

Changes in Section H

The following clause which is incorporated by full text has been modified:

G-TXT-04 APPOINTMENT OF ORDERING OFFICER(S)

(a) The following activity(ies) or individual(s) is/are designated as authorized Ordering Officer(s):

Name: Jaime Rios

Code: 210000D

Address: 1 Administration Circle
China Lake, CA 93555-6100
Phone: (760) 939-8703

E-mail: Jaime.rios@navy.mil

Changes in Section J

Attachment 5 DD Form 254 is replaced with the enclosed DD Form 254 revision 2 dated 12/16/02.

P0002!
Page 2 of 2




1. CLEARANCE AND SAFEGUARDING

" DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION |2 FACILITY CLEARANCE REQUIRED
(The requirements of the DoD Industrial Security Manual apply TOP SECRET

to all security aspecits of this effort)
b. LEVEL OF SAFEGUARDING REQUIRED

Ref# CL99-014 Stub # 60530-9102-AAIL SECRET
2. THIS SPECIFICATION IS FOR: (x and complete as appiicable) 3. THIS SPECIFICATION IS: (X and complste as applicable)
By | PRIMECONTRACT NUMBER N68936-00-D-0055 05/08/31 X | 5. ORIGINAL (Complete dato in 6 cases.) 00108107
[] |b SUBCONTRACT NUMBER ® 3 m xgx,,m, I Revision No. o o.s 2";’1“2“;:6
[1 [ SOLCTATION OR OTHER NUMBER Dve D (YYAWHOD) 0 . ERpe—"
N68936-99-R-0158 . ¢. FINAL (Complete item & in all cases.)
4. IS THIS A FOLLOW-ON CONTRACT? ves Lﬁ_‘lm 1 yos, compiste the folowing:
Classified material ived or under  NEBA36-95-D-0296 {Preceding Contract Number) is transferred to this follow-on contract.
5. IS THIS A FINAL DD FORM 2547 | O l"‘" [ = | NO.  If yos, complato the following:
In response to contractor's requast dated of the identified classified material is authorized for the period of
6. CONTRACTOR (include Commercial and Government Entity (CAGE) Code)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
SVERDRUP TECHNOLOGY INC. 07486 DEFENSE SECURITY SERVICE
P.O. BOX 884 GULF COAST OPLOC
TULLAHOMA, TN 37388-0884 2300 LAKE PARK DRIVE STE 250

SMYRNA, GA 30080-7606

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE €. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE . COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
SEE BLOCK 13 -

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

PROVIDE ENGINEERING SUPPORT SERVICES FOR NAVAL AIR SYSTEMS COMMAND/ NAVAL AIR WARFARE CENTER SITES.

10. THIS CONTRACT WILL REQUIRE ACCESS TO:  |[YES { NO {11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: | YES "\D
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION B | O ] ey on comASSIRED INFORMATION ONLY AT ANOTHER GONTRACTOR'S Olx
b. RESTRICTED DATA B | OO | b RECEIVE CLASSIFIED DOCUMENTS ONLY (R Y ]
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION B 0 | o RECEIVE AND GENERATE CLASSIFIED MATERIAL ® 0O
d. FORMERLY RESTRICTED DATA ® | [0 | o FABRICATE MODIFY, OR STORE CLASSIFIED HARDWARE N0
a. INTELLIGENCE INFORMATION: F4EUL 5] e PERFORM SERVICES ONLY O (=

w o, itive O o P ion (SCI) D E f ngwp&c;mggig%ﬁ'ig%;m?N OUTSIDE THE U.S. PUERTO RICO, E D

(2) Non-SCl E 0 ®iO
. SPECIAL ACCESS INFORMATION ] |0 B O
g. NATO INFORMATION B [0 | i nave TempesT REQUIREMENTS Ooir
h. FOREIGN GOVERNMENT INFORMATION B | DO | i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS [ a]
. LIMITED DISSEMINATION INFORMATION [0 B | x 8EAUTHORIZED TO USE DEFENSE COURIER SERVICE B O
j. FOR OFFICIAL USE ONLY INFORMATION B 0O |+ otHeER (Speciy oo
k. OTHER (Specify} ® 0

DD rorm 254, DEC 90 Previous editions are obsolete 805/340




12. PUBLIC RELEASE. Any inf i dor ified) pertaining to the contract shali not be for public di inalion except as app d by the k ional Security Manual
or

E Direct E:I Through (specify):

COMMANDER, NAVAL AIR WARFARE CENTER, WEAPONS DIV (741100D), CHINA LAKE, CA 93555

to the Di ond Soourity Roview, Offico of the Assistant Secrotary of Dofonca (Public Affeirs) * for review.
*In the case of nonOOD User Agenctes request for disclosure shall be submitted to that agency.

13, SECURITY GUIDANCE. The security classification guidance for this classified effort is identified below, If any dvfﬂcdty is enuoumered in apptymg this guidance or if any other conhibuung factor

indicates a need for changes in the gukiance, the contractor is authorized d to provide rece chaltenge the g or the igned to any
information or material furnished or generated under the this contract; and to submit any questlons for interpretation of this gu(danee tothe o«ldal identified below. Pending final decision, the
information invalved shak be handied and protected at the highest level of g ded. (Fill in as appropr for the cla effort. Attach, or forward under

Separate

TO QUALIFY FOR THIS CONTRACT, ALL FIRMS MUST BE ABLE TO OBTAIN AND MAINTAIN A FACILITY CLEARANCE PER
DOD 5220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL. RESPONSIBLE BIDDER MUST
HAVE OR BE ABLE TO QUALIFY FOR A TOP SECRET FACILITY CLEARANCE .THIS POLICY INCLUDES FOCI (FOREIGN
OWNERSHIP, CONTROL OR INFLUENCE) FiRMS,

CONTRACTORS POSSESSING RECIPROCAL CLEARANCES ARE NOT ELIGIBLE FOR ACCESS TO INFORMATION
RELEASED TO OR DEVELOPED UNDER THIS CONTRACT. SUBCONTRACTING TO CONTRACTORS WIiTH RECIPROCAL
CLEARANCES REQUIRES PRIOR USER AGENCY APPROVAL.

ACTUAL PERFORMANCE WILL BE AT THE CONTRACTOR'S FACILITY (SVERDRUP TECHNLOGY INC. CAGE CODE
03QT6, RIDGECREST, CA , CAGE CODE 0666ZN8, CAMARILLO, CA AND CAGE CODE 1E3V2, CALIFORNIA, MD) AND AT
OTHER SVERDRUP TECHNOLOGY INC. FACILITIES, AT NAVAL AIR SYSTEMS COMMAND/NAVAL AIR WARFARE CENTER
SITES; AND DOD AGENCIES AND THEIR CONTRACTORS.

ACCESS TO TOP SECRET INFORMATION IS REQUIRED IN THE PERFORMANCE OF THIS CONTRACT AND WILL BE AT
NAVAL AIR SYSTEMS COMMAND/NAVAL AIR WARFARE CENTER SITES ONLY.

(ITEM 13 CONTINUED ON SUPPLEMENTAL PAGE(s))

14.ADDITIONAL SECURITY REQUIREMENTS. Requirements in addition to ISM . s, are for this (I Yes, identily pertinent coniractuel Iﬂl Y IDI No
clauses in the contract document itself, or provide an appropriate statement whldndamrﬁes the additional requirements. Frovide a copy of tech requirements to the e
cognizant securlly office. Use ltem 13 i additional space is needed).

ADDITIONAL SECURITY REQUIREMENTS HAVE BEEN ADDED TO ITEM 13.

15.Inspections. Elements of the contract are outside the inspecti ponsibiiity of the security office. (I Yes, explain and identify specific areas or [EI ves 1] ™o
elements cerved out and the activity responsible for inspections. Use item 13 i adoitional space is needed).

SPECIFIC ELEMENTS HAVE BEEN ADDED TO ITEM 13.

16.  CERTIFICATION AND SIGNATURE. Security requiremonts stated horein are tote and for safeg g the classifiad information to be
releassd or penerated under this classifled offort. All questions shal! be ufuud to the ofﬁclal named below.
8. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE €. TELEPHONE (Include Area Code)
JUDITH K. SMITH ' CONTRACTING OFFICERFOR
SECURITY MATTERS (805) 989-7859
d.  ADDRESS (include Zip Code) 17. REQUIRED DISTRIBUTION
COMMANDER B8 | a CONTRACTOR
CODE 741100E 1
NAVAIRWARCENWPNDIV 3 | b suscontrACTOR
521 9TH STREET |
POINT MUGU, CA 93042-5000 E €. COGNIZANT SECURITY OFFICER FOR PRIME & SUBCONTRACTOR
D d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
E e. ADMINISTRATIVE CONTRACTING OFFICER
o SIGNATURE fi E . OTHERS AS NECESSARY
7 741100E/210000D/47AEQOD(M. CASH),
- 47400E/SSO
"DD Form 254 Revgfsg{ DEC 90
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DD254 ITEM 13 SUPPLEMENTAL PAGE

DOCUMENTATION GENERATED AS A RESULT OF THIS CONTRACT WILL BE CLASSIFIED iN ACCORDANCE WITH
SOURCE MATERIAL PROVIDED BY THE USER AND WILL CARRY THE MOST RESTRICTIVE
DOWNGRADING/DECLASSIFICATION INSTRUCTIONS, WARNING NOTICES AND CONTROL MARKINGS APPLICABLE. A
LISTING OF SOURCE MATERIAL WILL BE INCLUDED AS A PART OF THE DOCUMENT PREPARED BY THE CONTRACTOR.

WHERE THE SECURITY CLASSIFICATION GUIDE (S} SPECIFIES A SPECIFIC DATE OR EVENT FOR DECLASSIFICATION,
THE NEW DERIVATIVE CLASSIFICATION MARKINGS UNDER EXECUTIVE ORDER 12958 WILL APPLY.

ACCESS TO CRITICAL NUCLEAR WEAPONS DESIGN INFORMATION (CNWDI} IS REQUIRED IN THE PERFORMANCE OF
THIS CONTRACT AND REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE SECRET OR TOP SECRET LEVEL,
NEED-TO-KNOW, AND A SPECIAL BRIEFING. ACCESS TO AND SAFEGUARDING OF CNWDI! INFORMATION SHALL BE IN
ACCORDANCE WITH DOD 5220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL (NISPOM),
CHAPTER 9, SECTION 2. USER AGENCY APPROVAL IS REQUIRED PRIOR TO SUBCONTRACTING.

ACCLESS TO RESTRICTED DATA AND/OR FORMERLY RESTRICTED DATA 1S REQUIRED IN THE PERFORMANCE OF THIS
CONTRACT AND REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL, NEED-TO-KNOW,
AND SHALL BE IN ACCORDANCE WITH DOD 5220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING
MANUAL (NISPOM), CHAPTER 9, SECTION 1. USER AGENCY APPROVAL IS REQUIRED PRIOR TO SUBCONTRACTING.

ACCESS TO NATO INFORMATION IS REQUIRED IN THE PERFORMANCE OF THIS CONTRACT. ACCESS TO AND
SAFEGUARDING OF NATO INFORMATION SHALL BE IN ACCORDANCE WITH DOD 5220.22-M, NATIONAL INDUSTRIAL
SECURITY PROGRAM OPERATING MANUAL (NISPOM) CHAPTER 10, SECTION 7. ACCESS TO NATO INFORMATION
REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL, NEED-TO-KNOW, AND SPECIAL
BRIEFING. USER AGENCY APPROVAL IS REQUIRED PRIOR FO SUBCONTRACTING.

ACCESS TO DOCUMENTS CONTAINING INTELLIGENCE INFORMATION 1S REQUIRED IN THE PERFORMANCE OF THIS
CONTRACT ATTACHMENT #1, "SECURITY GUIDELINES FOR THE HANDLING OF INTELLIGENCE INFORMATION FOR
CONTRACTORS” AND ATTACHMENT #2, DCID 1/7, "SECURITY CONTROLS ON THE DISSEMINATION OF INTELLIGENCE
INFORMATION" PROVIDE GUIDANCE ON CONTROL OF INTELLIGENCE INFORMATION. USER AGENCY APPROVAL IS
REQUIRED PRIOR TO SUBCONTRACTING.

ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST
TERRITORIES 1S REQUIRED IN THE PERFORMANCE OF THIS CONTRACT. PROCEDURES WILL BE IN ACCORDANCE
WITH THE NISPOM, DOD 5220.22-M ; USER AGENCY SECURITY GUIDANCE , AND INDIVIDUAL TASK ORDER
REQUIREMENTS.

ACCESS TO CLASSIFIED INFORMATION OUTSIDE THE U.S. CONTINUED:

THE CONTRACTOR AND ITS SUB-CONTRACTORS, IF PERFORMING OR TRAVELING OUTSIDE THE UNITED STATES
UNDER THIS CONTRACT SHALL COMPLY WITH THE REQUIREMENTS OF DFARS CLAUSE 252.225-7043 -
ANTITERRORISM/FORCE PROTECTION POLICY FOR DEFENSE CONTRACTORS OUTSIDE THE UNITED STATES (JUN
1998) SECURITY REQUIREMENTS, ATTACHMENT #3.

ALL CLASSIFIED MATERIAL RECEIVED OR GENERATED UNDER SPECIFIC TASK ORDERS MAY BE RETAINED BY
CONTRACTOR UNTIL COMPLETION OF CONTRACT UNLESS OTHERWISE SPECIFIED BY THE USER. UPON
COMPLETION OF THIS CONTRACT, REQUEST FOR RETENTION/ TRANSFER/UISPOSI 1 HON OF CLASSIFIED MATERIAL
MUST BE SUBMITTED TO OFFICIAL IN BLOCK 16.A.

ADEQUATE STORAGE WILL BE PROVIDED FOR CLASSIFIED HARDWARE WHICH IS OF SUCH SIZE OR QUANTITY IT
CANNOT BE SAFEGUARDED IN A REGULAR SIZE APPROVED STORAGE CONTAINER.




SECURITY CLASSIFICATION GUIDES:

OPNAVINST €5513.2B (71) CRUISE MISSILE; OPNAVINST $5513.3B, ENCLOSURE (11), "AEGIS, MK7" WHICH IS
FORWARDED BY AEGIS PROGRAM MANAGER LETTER OF 3 MAY 1996, SERIAL 4008/129; $5513.3B (25) EXPLOSIVES;
$5513.38-28.1 FUZES; OPNAVINST $5513.3B (69) TARGETS, AIR & SHIP VULNERABILITY & ORDNANCE SYSTEMS
ANALYSIS; $5513.4C, ENCLOSURE (4) NAVAL INTELLIGENCE, GENERAL ;

ADDITIONAL SECURITY CLASSIFICATION GUIDES :

OPNAVINST $5513.8B, ENCLOSURE (3), " ECMWECCM, GENERAL; $5513.8B, ENCLOSURE (18), "RADAR, GENERAL".
$5513.8C (54) ELECTRO-MAGNETIC ENVIRONMENTAL EFFECTS; THE SECURITY CLASSIFICATION GUIDES AND ANY
ADDITIONAL CLASSIFICATION GUIDES WILL BE PROVIDED BY THE USER AGENCY TECHNICAL POINT OF CONTACT

PER DELIVERY ORDER.

DISTRIBUTION STATEMENTS MUST BE ON ALL CLASSIFIED AND UNCLASSIFIED TECHNICAL DOCUMENTS. REFER TO
THE CONTRACT DATA REQUIREMENTS LIST {CDRL) BLOCK 9, FOR THE REQUIRED DISTRIBUTION STATEMENT FOR
YOUR DATA, OR YOUR NAVAL AIR WARFARE CENTER WEAPONS DIVISION, CHINA LAKE, CA OR NAVAL AIR WEAPONS
STATION.CHINA LAKE, CA POINT OF CONTACT.

PRIOR TO THE AUTHORIZATION OF DTIC SERVICES, CONTRACTORS MUST SUBMIT DD FORMS IN ACCORDANCE WITH
REQUIREMENTS LISTED IN THE DOD 5220. 22—M NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL
(NISPOM), CHAPTER 11, SECTION 2.

THE CONTRACTOR 1S REQUIRED TO PROVIDE OPERATION SECURITY (OPSEC) PROTECTION FOR ALL CLASSIFIED
INFORMATION (AS DEFINED BY FAR 4.401) AND SENSITIVE INFORMATION. iIN ORDER TO MEET THIS REQUIREMENT,
THE CONTRACTOR SHALL DEVELOP, IMPLEMENT AND MAINTAIN A FACILITY LEVEL OPSEC PROGRAM IN
ACCORDANCE WITH ATTACHMENT #4, "OPERATIONS SECURITY GUIDANCE FOR CONTRACTORS" DATED AUGUST
1993, AND GUIDANCE PROVIDED. THE DEFENSE SECURITY SERVICE

{DSS) WILL PERFORM OPSEC INSPECTIONS AS REQUIRED, PRIOR APPROVAL OF THE CONTRACTING

ACTIVITY IS REQUIRED BEFORE IMPOSING OPSEC REQUIREMENTS ON A SUBCONTRACTOR.

THE "FOR OFFICIAL USE ONLY" INFORMATION PROVIDED UNDER THIS CONTRACT SHALL BE SAFEGUARDED IN
ACCORDANCE WITH ATTACHMENT #5.

ACCESS TO SPECIAL ACCESS INFORMATION IS REQUIRED IN THE PERFORMANCE OF THIS CONTRACT AND WILL BE
AT NAVAL AIR SYSTEMS COMMAND/NAVAL AIR WARFARE CENTER WEAPONS DIVISION CHINA LAKE AND POINT
MUGU, CA SITES ONLY.

\
SPECIAL ACCESS POLICY APPLIES TO THIS PROCUREMENT. ACCESS TO OR KNOWLEDGE OF THAT PORTION OF THE
WORK WILL BE RESTRICTED TO THOSE INDIVIDUALS WHO HAVE A NEED-TO-KNOW, A U.S. GOVERNMENT
CLEARANCE AT THE APPROPRIATE LEVEL AND A SPECIAL BRIEFING. ONLY THAT INFORMATION SPECIFICALLY
REQUIRED FOR THEIR DUTIES MAY BE REVEALED TO THEM. USER AGENCY APPROVAL IS REQUIRED PRIOR TO
SUBCONTRACTING. DEFENSE SECURITY SERVICE IS RELIEVED OF INSPECTION RESPONSIBILITY FOR THE SPECIAL
ACCESS PROGRAM(S) RELEASED TO OR DEVELOPED UNDER THIS CONTRACT.

ACCESS TO AND SAFEGUARDING OF COMSEC INFORMATION/MATERIAL WILL BE IN ACCORDANCE WITH DOD
5220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL (NISPOM) AND DOD 5220. 22-S, NISPOM,
COMSEC SUPPLEMENT OF LATEST ISSUE AND ALL SUBSEQUENT CHANGES..

THE INSTALLATION OF COMSEC EQUIPMENT UNDER THE CONFIGURATION CONTROL OF NSA WILL BE IN
ACCORDANCE WITH OPNAVINST 2221.3C, 5510.93, NTISSI 4000, AND NACS} 4008,




ACCESS TO CLASSIFIED COMSEC INFORMATION/MATERIAL REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT
THE APPROPRIATE LEVEL, U.S. CITIZENSHIP, NEED-TO-KNOW, AND A SPECIAL BRIEFING. NON-U.S. CITIZENS,
INCLUDING IMMIGRANT ALIENS, ARE NOT ELIGIBLE FOR ACCESS TO CLASSIFIED COMSEC INFORMATION/MATERIAL.
USER AGENCY APPROVAL IS REQUIRED PRIOR TO SUBCONTRACTING.

PERSONNEL HAVING ACCESS TO COMSEC INFORMATION SHALL BE BRIEFED BY A GOVERNMENT CMS
CUSTODIAN.

USE OF STU-IIl FOR TRANSMISSION OF CLASSIFIED AND/OR SENSITIVE UNCLASSIFIED U.S. GOVERNMENT
INFORMATION IS REQUIRED. A COMSEC ACCOUNT WILL BE REQUIRED. GOVERNMENT WILL FURNISH EQUIPMENT
FOR THE DURATION OF THIS CONTRACT.

SECURITY REQUIREMENTS AND SECURITY AGREEMENTS FOR SHARED ACCESS OF SECURITY FUNCTIONS BETWEEN :
THE GOVERNMENT AND THIS CONTRACTOR HAVE BEEN ADDED TO THlS CONTRACT. SHARED ACCESS WILL BE )
APPROVED FOR INDIVIDUAL DELIVERY ORDERS.

REVISION #1 TO DD254 IS ISSUED TO ADD FURTHER PERFORMANCE INFORMATION AND LOCATION BY THE
CONTRACTOR; CHANGE 10.D. FORMERLY RESTRICTED DATA FROM NO TO YES; DELETE SECURITY CLAUSE, SECOND
PARAGRAPH STARTING WITH CLASSIFIED WORK CANNOT BE PERFORMED UNTIL A FAGILITY CLEARANCE HAS BEEN
OBTAINED, ETC.

THERE NO OTHER CHANGES.

REVISION #2 OF THIS DD254 IS ISSUED TO PROVIDE SIPRNET ACCESS GUIDANCE AT POINT MUGU, CA ,CHINA

LAKE, CA, AIRCRAFT DIVISION, PATUXENT RIVER, MD AND AT ANY OTHER DOD SITE/ACTIVITY; ADDED PERFORMANCE
LOCATION FOR ACCESS TO SPECIAL ACCESS INFORMATION; REMOVED TEMPEST SECURITY REQUIREMENTS AND
ATTACHMENT; CHANGE BLOCK 11.I FROM "YES" TO "NO" TEMPEST. THERE ARE NO FURTHER CHANGES.

SIPRNET REQUIREMENT:

1. CONTRACTOR REQUIRING SIPRNet CONNECTION IN A CONTRACTOR'S FACILITY WILL COMPLY WITH THE REQUEST
AND APPROVAL PROCESS OUTLINED IN THE DEFENSE INFORMATION SYSTEMS AGENCY (DISA) SIPRNet CUSTOMER'
CONNECT 10N PROCESS DEVELOPED BY THE DISN NETWORK SERVICE.

2, CONTRACTOR PERSONNEL WORKING ON A NAWCWD PROJECT IN A NAWCWD CONTROLLED FACILITY UTILIZING A
U.S. GOVERNMENT COMPUTER WILL SUBMIT THEIR REQUEST FOR A SIPRNet ACCESS ACCOUNT TO:

a. AT POINT MUGU SUBMIT YOUR REQUEST TO THE SIPRNet MANAGER. THE StPRNet MANAGER WILL ESTABLISH AN
ACCESS ACCOUNT ONCE THE REQUEST IS APPROVED.

b. AT CHINA LAKE CONTACT THE NAVAIR TECHNICAL EXPERTISE CENTER (NTEC) AT (760) 939-1111 FOR AN ACCESS
ACCOUNT. NTEC WILL ESTABLISH AN ACCESS ACCOUNT UPON ONCE THE REQUEST IS APPROVED,

¢. AT ANY OTHER DEPARTMENT OF DEFENSE SIT EIACTIVITY CONTACT THE SITE INFORMATION SYSTEMS SECURITY
MANAGER FOR SIPRNet ACCESS.

FOR NAVAIR/NAWCAD: "CONTRACT REQUIRES ACCESS TO INTELLIGENCE DATA, INCLUDING THE SIPRNET, AS
CERTIFIED BY THE CONTRACTING OFFICER REPRESENTATIVE (COR) VIA THE NAVAIR/INAWCAD SCIENTIFIC AND
TECHNICAL INTELLIGENCE LIAISON OFFICER (STILO), PATUXENT RIVER, MARYLAND. THE CONTRACTOR SHALL NOT
INTENTIONALLY ACCESS, DOWNLOAD, OR FURTHER DISSSEMINATE INTELLIGENCE DATA WITHOUT THE GUIDANCE AND
PERMISSION OF THE NAVAIRINAWCAD STILO". WRITTENAPPROVAL OF THE USER AGENCY CONTRACTING OFFICER IS
REQUIRED PRIOR TO SUB-CONTRACTING.




SECURITY GUIDELINES -FOR THE HANDLING OF INTELLIGENCE INFORMATION
FOR CONTRACTORS: :

1.

4.

Intelligence released to. cleared DoD contractors, all
reproductions thereof, and all other information generated
based on, or incorporating data from, remain the property of
the U.S. Government. The releasing command shall govern -
final disposition of intelligence gnformation unless
retention is authorized. Provide the Director, ONI (ONI-5)
with a copy of the retention authorization,

Cleared DoD contractors shall not release intelligence to any
of their components or employees not directly engaged in
providing services under contract or other binding agreement
or to another contractor (including subcontractors) without
the consent of the releasing command. :

Cleared DoD contractors who employ foreign nationals or.
immigrant aliens shall obtain approval from the Director,’ ONI
(ONI-5) before releasing intelligence, regardless of their
LAA. :

See Attachment #J), DCID 1/7, "Secﬁrity Ccontrols on the

Dissemination of Intelligence Information®”, dated 30 JUNE 1998.

ATTACHMENT #|] TO DD-254




UNCLASSIFIED//FOR OFFICIAL USE ONLY .

% DCID /7

Security Controls on the Dlssemmatlon of
Intelligence Informatlon

- (Bffective 30 June 1998)

Introduction

Pursuant to the provisions of the National Security Act of 1947, as amended, Executive Order 12333,
Executive Order 12958 and implementing directives thereto, policies, controls, and procedures for the
 dissemination and use of intelligence information and related materials are herewith established in this
Director of Central Intelligence Directive (Directive or DCID). Nothing in this policy is intended to
amend, modify, or derogate the authorities of the DCI contained in Statute or Executive Order.

1.0 Policy

(PO I

1.1 It is the policy of the DCI that intelligence be produced in a way that balances the need for maximum
utility of the information to the intended recipient with protection of intelligence sources and :
methods. The controls and procedures established by this directive should be applied uniformly in the
dissemination and use of intelligence originated by all Intelligence Community components in
accordance with the following principles: .

1.1.1 Originators of classified intelligence information should write for the consumer, This policy is
intended to provide for the optimum dissemination of timely, tailored intelligénce to consumers
in a form that allows use of the information to support all need to know customers.

1.1.2 The originator of intelligence is responsible for determining the appropriate level of protection
prescribed by classification and dissemination policy. Originators shall take a nsk management
approach when preparing information for dissemination. )

2.0 Purpose

ATTACHMENT # <\ T0 DD-254




2.1 This Directive establishes policies, controls, and procedures for the dissemination and use of
intelligence information to ensure that, while facilitating its interchange for intelligence purposes, it
will be adequately protected. This Directive implements and amplifies applicable portions of the
directives of the Information Security Oversight Office issued pursuant to Executive Order (E.O.)
12958 and directives of the Security Policy Board issued pursuant to E.O. 12958 and PDD-29.

2.2 Additionally, this Directive sets forth policies and procedures governing the release of intelligence to
contractors and consultants, foreign governments, international organizations or coalition partners
consisting of sovereign states, and to foreign nationals and immig:ant aliens, including those
employed by the US Government. pursuant to DCID 5/6, Intellizence Disclosure Policy. -

2.3 Executive Order 12958 providcs for the establishment of Special Access Programs, including
Sensitive Compartmented Information. DCID 3/29 provides procedures for the establishment and
review of Special Access Programs pertaining to intelligence activities and restricted collateral
information. Intelligence Community components may establish and maintain disscmination controls
on such information as approved under the policies and procedures contained in DCID 3/29, this
DCID, and implementing guidance.

3.0 Definitions

3.1 "Caveated"” information is information subject to one of the authorized control markings under
Section 9.

3.2 Intelligence Community (and agencies within the Intelligence Community) refers to the United States
Government agencies and organizations and activities identified is section 3 of the National Security
Act of 1947, as amended,, 50 USC 401a(4), and Section 3.4(f) (1 through 6) of Executive Order
12333.

3.3 Intelligence information and related materials (hereinafter referred to as "Intelligence") include the

" following information, whether written or in any other medium, classified pursuant to E.O. 12958 or
any predecessor or successor Executive Order:

3.3.1 Foreign intelligence and counterintelligence defined in the National Security Act of 1947, as
amended, and in Executive Order 12333;

3.3.2 Information describing US foreign intelligence and counterintelligence activities, sources,
methods, equipment, or methodology used for the acquisition, processing, or exploitation of
such intelligence; foreign military hardware obtained through intelligence activities for
exploitation and the results of the exploitation; and any other data resulting from US
intelligence collection efforts; and,

3.3.3 Information on Intelligence Community protective security programs (e.g., personnel, physical,
technical, and information security).

3.4 "Need-to-know" is the determination by an authorized holder of clasmﬁed information that a
prospective recipient requires access to specific classified information in order to perform or assist in
a lawful and authorized governmental function. Such persons shall possess an appropriate security
clearance and access approval granted pursuant to Executive Order 12968, Access to Classified
Information.

3.5 Senior Official of the Intelligence Community (SOIC) is the head of an agency, office, bureau, or
other intelligence element as identified in Section 3 of the National Security Act of 1947, as
amended, 50 USC 401a(4), and Section 3.4(f) (1 through 6) of Executive Order 12333.

3.6 A "tear line" is the place on an intelligence report (usually denoted by a series of dashes) at which the
sanitized version of a more highly classified and/or controlled report begins. The sanitized

2.




sanitized version of a more highly classified and/or controlled report begins. The sanitized
information below the tear line should contain the substance of the information above the tear line,
but without identifying the sensitive sources and methods. This will permit wider dissemination, in
accordance with the "need to know" principle and foreign disclosure guidelines, of the information
below the tear line. :

4.0 General Applicability

4.1 In support of the Policy Statement in Section 1.0, classifiers of intelligence information shall take a
risk management approach when preparing information for dissemination. In the interest of the
widest possible dissemination of information to consumers with a "need to know", classifiers shall .
carefully consider the needs of all appropriate intelligence consumers regarding sources and methods
information or sensitive analytic comments and use control markings only when necessary and in
accordance with this directive, using tearlines and other formats to meet consumer needs for
intelligence. :

4.2 In carrying out this policy, intelligence producers shall prepare th.ir reports and products at the
lowest classification level commensurate with expected damage that could be caused by
unauthorized disclosure. When necessary, the material should be prepared in other formats (e.g.
tear-line form) to permit broader dissemination or release of information.

4.3 All material shall be portion marked to allow ready identification of information that cannot be
broadly disseminated or released, except for material for which a waiver has been obtained under EO
12958. -

4.4 The substance of this Directive shall be promulgated by each Intelligence Community component,
and appropriate procedures permitting prompt interagency consultation established.

5.0 Use By and Dissemination Among Executive Branch
Departments/Agencies of the US Government




5.1 Executive Order 12958 provides that classified information originating in one US department or
agency shall not be disseminated beyond any recipient agency without the consent of the originating
agency. However, to facilitate use and dissemination of intelligence within and among Intelligence
Community components and to provide for the timely flow of intelligence to consumers, the
following controlled relief to the "third agency rule" is hereby established:

5.1.1 Each Intelligence Community component consents to the use of its classified intelligence in
classified intelligence products of other Intelligence Community components, including its
contractors under Section 6, and to the dissemination of those products within executive
branch departments/agencies of the US Government, except as specifically restricted by
controls defined in this directive or other DCI guidance.

5.1.2 As provided in 5.1.1, classified intelligence that bears no restrictive control markings may be .
given secondary US dissemination in classified channels to any US executive branch
department/agency not on original distribution if (a) the intelligence has first been sanitizcd by
the removal of all references and inferences to intelligence sources and methods and the
identity of the producing agency, or (b) if the product is not so sanitized, the consent of the
originator has been obtained. If there is any doubt concerning a reference or inference to

intelligence sources and methods, relevant intelligence documents should not be given
- secondary dissemination until the recipient has consulted with the originator.

5.1.3 Any component disseminating intelligence beyond the Intelligence Community assumes
responsibility for ensuring that recipient organizations agree to observe the need-to-know
principle and the restrictions prescribed by this directive, and to maintain adequate safeguards.

6.0 Policy and Procedurcs Governing the Release of Intelligence
to Contractors and Consultants

6.1.1 SOICs, or their designees, may release intelligence to appropriately cleared or access-approved
US contractors and consultants (hereinaller "contractor”) having a demonstratcd "need to
know" without referral to the originating agency prior to release provided that:
6.1.1.1 At the initiation of the contract, the SOIC or her/his designee specifies and certifies in

writing that disclosure of the specified information does not create an unfair
competitive advantage for the contractor or a conflict of interest with the contractor's .
obligation to protect the information. If, during the course of the contract, the
contractor's requirements for information changes to require new or significantly
different information, the SOIC or his/her designee shall make a new specification and
certification. In cases where the designated official cannot or does not resolve the issue
of unfair competitive advantage or conflict of interest, consent of the originator is
required; :
6.1.1.2 Release is made only to contractors certificd by the SOIC (or designee) of the
sponsoring organization as performing classified services in support of a national
security mission, :
6.1.1.3 The contractor has an approved safeguarding capability if retention of the intelligence
is required, »
6.1.1.4 Contractors are not authorized to disclose further or release intelligence to any of their
components or employees or to another contractor (including subcontractors) without
the prior written notification and approval of the SOIC or his/her designee unless such




disclosure or release is authorized in writing at the initiation of the contract as an
operational requircment;

6.1.1.5 Intelligence released to contractors, all reproductions thereof, and all other material
generated based on, or incorporating data therefror: (including authorized
reproductions), remain the property of the US Government. Final disposition of
intelligence information shall be governed by the sponsoring agency;

6.1.1.6 National Intelligence Estimates (NIEs), Special National Intelligence Estimates
(SNIEs), and Interagency Intelligence Memoranda may be released to appropriately
cleared contractors possessing an appropriate level facility clearance and
need-to-know, except as regulated by provisions concerning proprietary information as
defined in sections 6.1.1.7 and 9.3, below;

6.1.1.7 Except as provided in section 6.3 below, intelligence that bears the control marking
*CAUTION-PROPRIETARY INFORMATION INVOLVED" (abbreviated
"PROPIN" or "PR") may not be released to contractors, unless prior permission has
been obtained from the originator and those providing the intelligence to the originator.
Intelligence that bears the control marking, "Dissemination and Extraction of
Information Controlled By Originator” (abbreviated "ORCON") may only be released
to contractors within Government facilities. These control markings are further

.. described under Sections 9.2 and 9.3, below; and _

6.1.1.8 Authorized release to foreign nationals or foreign contractors is undertaken through
established channels in accordance with sections 7 and 8, and DCID 5/6, Intelligence
Disclosure Policy, and the National Policy and Procedures for the Disclosure of

Classified Military Information to Fo;eigg Governments and International
Organizations (abbreviated title: National Disclosure Policy 1 or NDP 1) to the extent

consistent with DCIDs and other DCI guidance.
6.2 Policies and Procedures for Contractors Inside Government Owned or Controlled Facilities
6.2.1 Contractors who perform duties inside a Government owned or controlled facility will follow
the procedures and policies of that sponsoring Intelligence Community member in accordance
with Section 6.1 of this directive }
6.3 Policies and Procedures for Contractors Outside Government Owned or Controlled Facilities
6.3.1 Contractors who perform duties outside of Government owned or controlled facilities will
adhere to the following additional policies and procedures:
6.3.1.1 The SOIC of the sponsoring agency, or her/his designee, is responsible for ensuring
that releases to contractors of intelligence marked ORCON and/or PROPIN are made
only with the consent of the originating agency pursuant to this Directive and through
" established channels; (See Sections 9.2 and 9.3);
6.3.1.2 The sponsoring agency shall maintain a record of material released;
6.3.1.3 Contractors shall establish procedures to control all intelligence received, produced,
and held by them in accordance with the provisions of the National Industrial Security
Program Operating Manual. This will not impose internal receipt and document
accountability requirements for internal traceability and audit purposes;
6.3.1.4 All reproductions and extractions of intelligence shall be classified, marked, and
controlled in the same manner as the original(s);
6.3.1.5 Sensitive Compartmented Information released to contractors shall be controlled
pursuant to the provisions of DCID 1/19, Security Policy for Sensitive Compartmented
Information (SCI); and,

6.3.1.6 Sponsoring agencies shall delete any reference to the Central Intelligence Agency, the




phrase "Directorate of Operations” and any of its components, the place acquired, the
field number, the source description, and fleld dissernination from all CIA Directorate
of Operations reports passed to contractors, unless prior approval to do otherwise is

obtained from CIA.

7.0 Release to Foreign Governments, International
Organizations, and Coalition Partners

7.1 It is the policy of the DCI that intelligence may be shared with foreign governments, and
international organizations or coalition partners consisting of sovereign states to the extent such
sharing promotes the interests of the United States, is consistent ‘vith US law, does not pose
unreasonable risk to US foreign policy or national defense, and is limited to a specific purpose and
normally of limited duration. The release of intelligence to such entities is subject to this Directive
DCID 5/6, Intelligence Disclosure Policy, and NDP 1 to the extent consistent with DCIDs and other
DCI guidance. ‘

7. l.lvlntelligcncc Community elements shall restrict the information subject to control markings to
the minimum necessary. If it is not possible to prepare the entire report at the collateral,
uncaveated level, IC elements shall organize their intelligence reports and products to identify
clearly information not authorized for release to forcign entities. .

7.2 Intelligence information that bears no specific control marking may be released to foreign
governments, international organizations, or coalition partners provided that: .
7.2.1 A positive foreign disclosure decision is made by a Designated Intelligence Disclosure Official

in accordance with procedures in DCID 5/6;

7.2.2 No reference is made to the originating agency or to the source of the documents on which the
released product is based; and, -

7.2.3 The source or manner of acquisition of the intelligence (incl1ding analytic judgments or
techniques), and/or the location where the intelligence was collected (if relevant to protect
sources and methods) is not revealed and cannot be deduced in any manner.

7.3 RESTRICTED DATA and FORMERLY RESTRICTED DATA may only be released to foreign
governments pursuant to an agreement for cooperation as required by Sections 123 and 144 of
Public Law 585, Atomic Energy Act of 1954, as amended.

8.0 Dissemination to Non-Governmental Foreign Nationals or
Foreign Contractors |




8.1 It is the policy of the DCI that no classified intelligence will be shared with foreign nationals, foreign
contractors, or international organizations not consisting of sovereign states, except in accordance
with the provisions of this Section. '

8.2 Intelligence, even though it bears no restrictive control markings, will not be released in any form to
foreign nationals or immigrant aliens (including those employed by, used by, or integrated into the
US Government) without the permission of the originator. In such cases where permission of the -
originator has been granted, the release must be in accordance with DCID 5/6, and the NDP 1 to the
extent consistent with DCIDs and other DCI guidance. 4

8.3 Release of intelligence to a foreign contractor or company under contract to the US Government
must be through the foreign government of the country which the contractor is representing, unlcss
otherwise directed in government-to-government agreements or there is an appropriate US channel
for release of the information, Provisions concerning release to foreign governments is contained in
Section 7.0, above.

9.0 Authorized Control Markings

9.1 DCI policy is that the authorized control markings for intelligence information in this Section shall be
individually assigned as prescribed by an Original Classification Authority (OCA) or by officials
designated by a SOIC and used in conjunction with security classifications and other markings
specified by Executive Order 12958 and its implementing directiv>(s). Unless originator consent is
obtained, these markings shall be carried forward to any new format or medium in which the same
information is incorpurated. :

9.1.1 To the maximum extent possible, information assigned an authorized control marking shall not
be combined with uncaveated information in such a way as to render the uncaveated
information subject to the control marking. To fulfill the requirements of paragraph 9.6.1
below, SOICs shall establish procedures in implementing directives to expedite further
dissemination of essential intelligence. Whenever possible, caveated intelligence information
reports should include the identity and contact instructions of the organization authorized to
approve further dissemination on a case-by-case basis.

9.2 "DISSEMINATION AND EXTRACTION OF INFORMATION CONTROLLED BY
ORIGINATOR" (ORCON) :

9.2.1 This marking(ORCON or abbreviated OC) may be used only on classified intelligence that
clearly identifies or would reasonably permit ready identification of intelligence sources or -
methods that are particularly susceptible to countermeasures that would nullify or measurably
reduce their effective--ness. It is used to enable the originator to maintdin continuing
knowledge and supervision of distribution of the intelligence beyond its original dissemination.
This control marking may not be used when access to the intelligence information will
reasonably be protected by use of its classification markings, i.e., CONFIDENTIAL, SECRET
or TOP SECRET, or by use of any other control markings specified herein or in other DCIDs.
Requests for further dissemination of intelligence bearing this marking shall be reviewed ina
timely manner.

9.2.2 Information bearing this marking may be disseminated within the headquarters 2 and specified
subordinate elements of recipient organizations, including their contractors within Government
facilities. This information may also be incorporated in whole or in part into other briefings or
products, provided the briefing or intelligence product is presented or distributed only to
original recipients of the information. Dissemination beyond headquarters and specified




subordinate elements or to agencies other than the original recipients requires advance
permission from the originator.

9 2.3 Information bearing this marking must not be used in taking investigative or legal action
without the advance permission of the originator.

9 2.4 As ORCON is the most restrictive marking herein, agencies that originate intelligence will
follow the procedures established in the classified DCID 1/7 Supplement, "Guidelines for Use
of ORCON Caveat." '

9.3 "CAUTION-PROPRIETARY INFORMATION INVOLVED" (PROPIN). This marking is used,
with or without a security classification, to identify information provided by a commercial firm or
private source under an express or implied understanding that the information will be protected as a
proprietary trade secret or proprietary data believed to have actual or potential value 3 This marking

_ may be used on government proprietary information only when the government proprietary
information can provide a contractor(s) an unfair advantage, such as US Government budget or
financial information. Information bearing this marking shall not be disseminated outside the Federal

Government in any form without the express permission of the originator of the intelligence and

provider of the proprietary information. This marking precludes dissemination to contractors

_irrespective of their status to, or within, the US Government without the authorization of the
originator of the intelligence and provider of the information. This marking shall be abbreviated

"PROPIN" or "PR." - _

9.4 "NOT RELEASABLE TO FOREIGN NATIONALS" - NOFORN (NF). This marking is used to
identify intelligence which an originator has detcrmined falls under the criteria of DCID 5/6,
"Intelligence Which May Not Be Disclosed or Released," and may not be provided in any form to
foreign governments, international organizations, coalition partners, foreign nationals, or immigrant
aliens without originator approval.

9 5 "AUTHORIZED FOR RELEASE TO..(name of country(jes)/international organization)" (REL
TO). This control marking is used when a limited exception to the marking requirements in Section
9.4 may be authorized to release the information beyond US recipients. This marking is authorized
only when the originator has an intelligence sharing arrangement or relationship with a foreign
government approved in accordance with DCI policies and procedures that permits the release of the
specific intelligence information to that foreign government, but to no other in any form without
originator consent. '

9.6 Further Dissemination of Intelligence with Authorized Control Marking(s)

9.6.1 This Directive does not restrict an authorized recipient of intelligence at any level from directly
contacting the originator of the intelligence to ask for relief from a specific control marking(s)’
in order to further disseminate intelligence material to additional users for which the authorized
original recipient believes there is a valid need-to-know. Authorized recipients are encouraged
to seek such further dissemination through normal liaison channels for release to US
Government agencies or contractors and through foreign disclosure channels for foreign
release, on a case-by-case basis, in order to expedite further dissemination of essential
intelligence.

9.6.2 Authorized recipients may obtain information regarding points of contact at agencies that
originate intelligence from their local dissemination authorities or from instructions issued
periodically by these intelligence producers. Intelligence products often also carry a point of
contact name/office and telephone number responsible for the product. If no other information
is available, authorized recipients are encouraged to contact the producing agency of the
document to identify the official or office authorized to provide relief from authorized control
marking(s). ’

9.6.3 If there are any questions about whom to contact for guidance, recipients are also encouraged




to contact the Director of Central Intelligence (DCI) representative at the Commander-in-Chief
(CINC) Headquarters, overseas mission, trade delegation, or treaty negotiating team under
which they operate. :

9.7 A SOIC may authorize the use of additional security control markings for Sensitive Compartmented
Information (SCI), Special Access Program (SAP) information, restricted collateral information, or
other classified intelligence information, consistent with policies and procedures contained in DCID
3/29 and this directive. A uniform list of security control markings authorized for dissemination of -
classified information by components of the Intelligence Community, and the authorized abbreviated
forms of such markings, shall be compiled in the central register rintained pursuant to DCID 3/29.
The forms of the markings and abbreviations listed in this register shall be the only forms of those
‘markings used for dissemination of classified information by components of the Intelligence
Community, unless an exception is spccifically authorized by a SOIC.

-10.0 Dissemination and Disclosur_e_Under Emergency Conditions

10.1 Certain emergency situations % that involve an imminent threat to life or mission warrant
" dissemination of intelligence to organizations and individuals not routinely included in such

dissemination. When the national command authority (NCA) directs that an emergency situation

exists, SOICs will ensure that intelligence support provided to the ongoing operations conformis

with this Directive, DCID 5/6, and NDP 1 to the maximum extent practical and consistent with the

mission. :

10.1.2 Dissemination of intelligence under this provision is authorized only if: (a) an authority
designated by the military commander or civilian official determines that adherence to this
DCID reasonably is expected to preclude timely dissemi-nation to protect life or mission; (b)
disseminations are for limited duration and narrowly limited to persons or entities that need
the information within 72 hours to satisfy an imminent emergency need; and (c) there is
insufficient time to obtain approval through normal intelligence disclosure channels.

10.1.3 The disclosing authority will report the dissemination through normal disclosure channels
within 24 hours of the dissemination, or at the earliest opportunity thereafter as the
emergency permits. For purposes of this provision, planning for contingency activities or
operations not expected to occur within 72 hours does not constitute "imminent” need that .
warrants exercise of the emergency waiver to bypass the requirements of this DCID.

:10.1.4 Military commanders and/or responsible civilian officials will ensure that written guidelines
for emergency dissemination contain provisions for safeguarding disseminated intelligence
and notifying producers of disclosures of information necessary to meet mission
requirements. : -

10.1.5 The NCA, and/or major commands or responsible civilian officials will immediately advise
intelligence producers when the emergency situation ends.

11.0 Procedures Governing Use of Authorized Control Markings




11.1 Any recipient desiring to disseminate intelligence in a manner contrary to the control markings
established by this Directive must obtain the advance permission of the agency that originated the
intelligence. Such permission applies only to the specific purpose agreed to by the originator and
does not automatically apply to all recipients. Producers of intelligence will ensure that prompt
consideration is given to recipients' requests with particular attention to reviewing and editing, if
necessary, sanitized or paraphrased versions to derive a text suitable for release subject to lesser or
no control marking(s).

" 11.2 The control markings authorized above shall be shown on the title page, front cover, and other

. applicable pages of documents; incorporatcd in the text of electrical communications; shown on
graphics; and associated (in full or abbreviated form) with data stored or processed in automated
information systems. The control markings also shall be indicated by parenthetical use of the

marking abbreviations at the beginning or end of the appropriate portions in accordance with E.O.

12958. . .

12.0 Obsolete Restrictions and Control Markings

12.1 The following control markings are obsolete and will not be used in accordance with the following
guidelines: ‘ '

12.1.1 WNINTEL and NOCONTRACT. The control markings, Warning Notice - Intelligence
Sources or Methods Involved (WNINTEL), and NOT RELEASABLE TO
CONTRACTORS/CONSULTANTS (abbreviated NOCONTRACT or NC) were rendered
obsolete effective 12 April 1995. No permission of the originator is required to release, in
accordance with this Directive, material marked WNINTEL. Holders of documents prior to
12 April 1995 bearing the NOCONTRACT marking should apply the policies and
procedures contained in Section 6.1 for possible release of such documents.

12.1.2 Remarking of material bearing the WNINTEL, or NOCONTRACT, control marking is not
required; however, holders of material bearing these markings may line through or otherwise
remove the marking(s) from documents or other material.

12.1.3 Other obsolete markings include: WARNING NOTICE-INTELLIGENCE SOURCES OR
METHODS INVOLVED, WARNING NOTICE-SENSITIVE SOURCES AND .
METHODS INVOLVED, WARNING NOTICE-INTELLIGENCE SOURCES AND
METHODS INVOLVED, WARNING NOTICE-SENSITIVE INTELLIGENCE
SOURCES AND METHODS INVOLVED, CONTROLLED DISSEM, NSC
PARTICIPATING AGENCIES ONLY, INTEL COMPONENTS ONLY, LIMITED,
CONTINUED CONTROL, NO DISSEM ABROAD, BACKGROUND USE ONLY, USIB
ONLY, NFIB ONLY. ‘

12.2 Questions with respect to current applications of all control markings authorized by earlier
Directives on the dissemination and control of intelligence and used on documents issued prior to
the effective date of this Directive should be referred to the agency or department originating the
intelligence so marked.

13.0 Reporting Unauthorized Disclosures

1o.




13.1 Violations of the foregoing restrictions and control markings that result in unauthorized disclosure
by one agency of the intelligence of another shall be reported to the Director of Central Intelligence
through appropriate Intelligence Community channels.

14.0 Responsibilities of SOICs

14.1 SOICs shall be responsible for the implementation of internal controls and shall conduct training to
ensure that the dissemination and release policies contained in this Directive and the limitations on
the use of control markings are followed. SOICs shall assure that agency personnel are accountable
for the proper marking of classified information under this Directive and Section 5.6 of EO 12958,

14.2 SOICs shall establish challenge procedures by which US consumers may register complaints about
the misuse of control markings or the lack of use of tear line reporting or portion marking,
Information concerning such challenges shall be provided to the Security Policy Board staff upon
request or for the annual review. .

15.0 Annual Report on the Use of Control Markings _’

15.1 The Security Policy Board staff shall report to the DCI and Deputy Secretary of Defense on
Intelligence Community compliance with this Directive, including reconunendations for further
policies in this area. The report will include an in-depth evaluation of the use of control markings in
intelligence reporting/production, including consumer evaluations and producer perspectives on
implementation of the Directive. The report shall also include information and statistics on
challenges formally lodged pursuant to agency procedures under section 1.9 of Executive Order
12958 within and among intelligence agencies on the use of control markings, including their
adjudication and the number of times the authority in Section 10 was used and the documents
provided. In order to inform the Security Policy Board staff of substantive detail in these areas for
purposes of this review, Intelligence Community elements shall respond to requests for information
from the Security Policy Board staff. Intelligence Community elements may build this program into
their Self-Inspection programs under E.O. 12958. The Security Policy Board staff shall also obtain
pertinent information on this subject from intelligence consumers as required.

15.2 The report required by this Section shall be conducted annually, unless otherwise directed by thé
DCI. The Staff Director, Security Policy Board shall establish the schedule for the report.

16.0 Interpretation

16.1 Questions concerning the implementation of this policy and these procedures shall be referred to
the Community Management Staff.

Signed by George D. Tenet 30 June 1998

Director of Central Intelligence Date

11.




" Footnotes: - » .

1 This Directive supersedes DCID 1/7, dated 12 April 1995
2 Recipients will apprise originating agencies as to which components comprise the headguarters
- clement and identify subordinate elements that may be included as direct recipients of intelligence

information. ‘ _
3 This provision is a requirement ‘of the Trade Secrets Act; as amended (18 USC 1905). The consent
5 of the originator is required to permit release of material marked CAUTION-PROPRIETARY

INFORMATION INVOLVED, PROPIN or PR to other than federal government employees.

4For the purposes of implementing this portion of the DCID, "emergency situation” is defined as one
. of the following: " ' :

a. declared Joint Chiefs of Staff (JCS) alert condition of defense emérgency, air defense
emergency or DEFCON 3; ' ' ‘

b, hostile action(s) being initiated against the United States or combined US/coalition/friendly

. forces; :

¢. US persons or facilities being immediately threatened by hostile forces;

4. US or combined US/coalition/friendly forces planning for or being deployed to protect or
rescue US persons, or US/coalition/friendly forces; - '

e. US civilian operations in response to US or international disasters/catastrophes of sufficient

severity to warrant Presidential declared disaster assistance/relief.

sreyrone

Note:

DCID 1/7 must be marked CONFIDENTIAL/NOFORN//X1 when attached to the text-of
the DCID' 1/7 Supplement. : :

UNCLASSIFIED/FOR OFFICIAL USE ONLY

12.




252.225-7043 ANTITERRORISM/FORCE PROTECTION POLICY FOR DEFENSE

CONTRACTORS OUTSIDE THE
UNITED STATES (JUN 1998)

(a) Except as provided in paragraph (b) of this clause, the Contractor and its
subcontractors, if A
performing or traveling outside the United States under this contract, shall-

(1) Affiliate with the Overseas Security Advisory Coungil, if the Contractor or
subcontractor is
a U.S. entity;

(2) Ensure that Contractor and subcontractor personnel who are U.S. nationals
and are

in-country on a non-transitory basis, register with the U.S. Embassy, and that
Contractor and

subcontractor personnel who are third country nationals comply with any
security related : -

requirements of the Embassy of their nationality;

(3) Provide, to Contractor and subcontractor personnel, antilerrorism/force
protection .

awareness information commensurate with that which the Department of
Defense (DoD)

provides to its military and civilian personnel and their families, to the extent
such information

can be made available prior to travel outside the United States; and

(4) Obtain and comply with the most current antiterrorism/force protection
guidance for
Contractor and subcontractor personnel.
(b) The requirementé of this clause do not apply to any subcontractor that is-
(1) A foreign government;
(2) A representative of a foreign government; or
’ (3) A foreign corporation wholly owned by a foreign government.
(c) Information and guidance pertaining to DoD antiterrorism/force protection can
be obtained from .
the following office: Naval Criminal Investigative Service (NCIS), Code 24;
telephone, DSN
228-9113 or commercial (202) 433-9113.

(End of clause)

ATTACHMENT #~3 TO DD-254




OPERATIONS SECURITY
GUIDANCE

FOR

CONTRACTORS

AUGUST 1993

PREPARED BY:
OPERATIONS SECURITY OFFICE
SAFETY AND SECURITY DEPARTMENT
NAVAL AIR WEAPONS STATION
CHINA LAKE, CALIFORNIA 93555-6001
and.- -
Point Mugu, California 93042-5000
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OPERATIONS SECURITY GUIDANCE
| FOR
CONTRACTORS

DEFINITION

Operations security, or OPSEC, is the process of denying adversaries information about
friendly (our] capabilities and intentions by identitying, controlling. and protecting indicators
associated with planning and conducting military operations and other activities. OPSEC applies
and should be emphasized at all levels of management down to the lowest shop and office level.
Essentially,. OPSEC has two objectives:

1. Protecling friendly operations

2. Degrading an adversary's war fighting capabilities through denial or control of
information essential for planning and decision making. :

BACKGROUND

One of the prime objectives of the U.S. intelligence community is the early acquisition of
eritical information regarding the research, development, testing, and evaluation (RDT&E) of
adversarial military weapon systems and associated hardware. Coriversely, there is no doubt
that this nations potential adversaries are also very ‘interested in our own development of

military systems.

1. The reason for this mutual interest derives from the basic objectives of military
intelligence: 1o avoid being surprised on the battlefleld, while at the same time having the
ability to render an adversary helpless through the element of surprise.

2. To avoid being surprised on the-battlefield, it is of utmost imporntance to have prior
knowledge of weapons the adversary might use, their capabilities, methods of employment and
susceptibility to countermeasures and countertactics. It is imperative that this intformation be
acquired as early as possible, thus making the development and initial testing phases of a
weapon system a prime target for intelligence collection.

The purpose of this foreign intelligence effort is to determine general developmental trends
of future U.S. weaponry, to obtain hard-core parametric data about specific weapons in order
to devise countermeasurss, and to acquire advanced fechnology that could possibly reduce
developmental time and money associated with a country's own military hardware programs.

With this emphasis, it is easy to understand why our potential adversaries are most
interested in the work and results of the Department of Detense and its contractors.

Experience from the early days of Vietnam and the original OPSEC eflort (code-named
Purple Dragon) demonsirated that something other than the traditional security programs
{information, personnel, physical and industrial security] was required to maintain this element
of surprise and to deter foreign intelligence coliection efforts. This has developed the OPSEC
concept which, unlike conventional security programs, focuses on identilying and protecting the
specific information needed by an adversary to undermine the effectiveness of a specijlic
operation of weapon system. : '
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OPSEG is not designed to replace traditional security programs. Traditional securily
programs are aimed at the protection of classilied information, while OPSEG Is aimed at the
protection of indicators, classitied or unclassilied, that reveai U.S. capabilities or

intentions.

Evaluations of peacetime and crisis deployments; exercises, reconnaissance, systems
acquisition tests, personnel, logistics and security functions; test ranges, laboratories, and
other activities, revealed the need to apply OPSEC to ADTAE activities as well as combat
operations.

NDICATORS

Unless an adversary has access 10 planning actions by means of espionage that exploit
classified information, he must depend on intelligence derived lrom detectable activities.

1. Detectable activities include any amission or rellection of energy, any action, or
anything that can be easily observed or recorded, and Wﬂﬂﬂs_m_lbe
public. Detectable activities are defined as activities incident to routine operalions that
convey “information - to our adversaries.

2. When detectable activities are observed, photographed or “detected" by human or
technical means, they may provide our adversaries with sufficient information lo reach
conclusions approximating classified information about our intentions and capabilities. This
enables our adversaries to makse atfective planning decisions. T

3. Routinely, detectable activities are hanﬁloss; however, when the information
revealed is essential to the needs of the adversary, it ‘may compromise our end product and
negate our efforts. These harmiul detectable activities are known as indicators and
observables.

a. An Indicator is any item of intformation which reflects an imtention or
capability. Indicators are obtained from ~documentation such as supply stubs, personnel
records, test schedules, test plans, QOPSEC plans, required operational capabilities, program
introductions, mission statements, test evaluations, efc.

b. An observable is an activity or anything (such as eguipment, technical
documents, etc.) that can be observed or photographed by human agents or any of the
multidisciplined technical intelligence coliection methods such as the intercoption and analysis
of compromising computer emanations, radio and telephone communications, radar emissions,
and other intentional and unintentional electronic emissions, as well as technical imaging
techniques such as photography, infrared photography, and radar imagery.

PROCESS

OPSEC is the process used in the ADTAE community to maintain the alement of surprise
regarding the development of U.S. weapons systems. OPSEC, as applied to weapons systems
development, is the identification, controf and protection of the specific essential information
needed by an adversary to develop countermeasures and countertactics, or that which could be
crucial in the transfer of technology. The essential information that must be protected need
not ba classified and is usually viewed as unimportant when examined in isolation.




OPSEC is a systematic process designed to be an integral part of overail planning.

1. OPSEC pianners must first establish an OPSEC team composed of employees from
various areas. The reason for the team approach is that OPSEC analysis requires close
coordination between management, security specialists, and subject matter experts.

2. The koey to the OPSEC concep! is the identification of the information that requires
protection. This information is caliad Essential Elements of Friendly [our]
| and may be corporate propristary data, classified information, privacy
data, For Official Use Only material, or unclassitied, but national security-sensitive,
information.

3. When identifying EEFI, the team should include those items of information which
when put together, would give either a piece or all of the essential information. This step is
necessary because an adversary, like a puzzle enthuslast, does not need alt the pieces to
accurately guess what the picture is.

4. Next the team must identily the threat to that information by creating a composite
protile of their adversary's inteiligence collection capabilities.

5. Chronologically identifying all activities involving the essential information is the
next step. . All activity, including supporting activities that might reveal essenilal information,
must be reviewed. It is important to ensure the sequence of events is exactly how the
operation really works rather, than how management plans for it _to-work.

6. Each event in which sensitive information appears “is aﬁ -opportunity for an
adversary to exploit, and is considered an OPSEC vulnerability, '

7. R is imperative to assume the adversary's point ol view during the OPSEC process;
in order to know what our adversaries see, we must look at our operations with their eyes.
Additionally, from a fiscal point of view, it an adversary cannot exploit a vulnerability because
of the limitations in his intelligence collection capabilities, then no countermeasures are
required. On the other hand, if the adversary has the capability to exploit a vulnerability, then
countermeasures are warranted.

8. Finally, the OPSEC team should prioritize the vulnerabilities from the most to the
joast serious. Then the team can select countermeasures most effectively, using such factors
as cost, ease of implementation. and number ot vulnerabilities reduced.

9. Two concepts the OPSEC team should consider when developing countermeasures
are: :

a. Vulnerabilities can often be minimized but rarely eliminated

b. The objective of the OPSEC program is to make collection sufficiently difficult
to persuade the adversary to collect information somewhere else. C

SPECIAL CONSIDERATIONS

Normally, contractors activities do not in and of themselves, generate a great deal of
cansitive information or EEFI; however, contractor facilities, equipment and employees are
used to store, transmit and process classified information, unciassified but national security-
sensitive information, and EEF! which was generated outside their facilities. '
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Contractor activities usually have little intrinsic intelligence value until associated with a
specific weapon system of activity. Unclassifled, non-proprietary, For Official Usa only. and
privacy data are not generally national security-related issues; however, this type of
information, when merged with information pertaining to specific weapons of weapons
systems, may become sensitive or even classified. Therefore, it is incumbent upon ail
contractors to ascertain the sensitivity of information before introducing the information into
their facilities.

Operations and activities can be roughly divided into two categories with respect 10 OPSEC;
work performed Inside workspaces and work performed outside workspaces.

1. Inside workspaces OPSEG is covered by traditional security. programs. Protecting
information whether contained in computers, on written documents, or in communications
networks is a matler of complying with intormation, personnel, and physical security
procedures. The essence of OPSEC inside work spaces is identifying the information you need
to protect, establishing minimum procedures for protecting that intormation, and
communicating this to employees. ' . o

The sensitivity of information received by (as opposed to generated by) the facility
from exiernal sources must be determined and appropriately communicated 1o employees at the
time this information is received al the tacility.

2.  Whenever work is performed gutslde workspaces, or whenever EEF! is released
from your workspaces (lo other workspaces in or out of your tacility) for whatever reason,
an OPSEG determination is necescary: will the activities urinecessarily expose sensitive
information, and what can be done to counter this exposure? This analysis must then be
documented in the form of an OPSEC plan. The OPSEC plan must address five issues:

a. The activity that involves the sensitive information
b. The sensitive information that might be exposed
c. The threat to that iniormatién

d. Whero the information is vulnerable or ‘what is it about the activity that
exposes this information :

o. What countermeasures can be applied to reduce or eliminate these
vulnerabilities.




- - “FOR OFFICIAL USE ONLY” INFORMATION

The “For Official Use Only” (FOUO) marking is assigned to information at the time of its creation in 2 |
. oD User Agency. Itis not authorized as a substitute for a security classification marking but is used on
- official government information that may be withheld from the public under exemptions 2 through 9 of the

Freedom of Information Act.

Other non-security markings, such as “Limited Ofﬁciél Use” and “Official Use Only” are used by non-DoD
" User Agencies for the same type of information and should be safeguarded and handled in accordance with
iristruction received from such agencies. : : .

- Uée of the above niarkings does not mean that the information cannot be released to the public, only that n
must bereviewed by the Government prior to its release to determine whethera significant and legitimate
governient purpose is served by withholding the information or portions to it. o _

Identification Markings. An unclassified document containing FOUO information will be marked “For
Official Use Only” at the bottom of the front cover (if any), on the first page, on each page containing
FOUO information, on the back page, and on the outside of the back cover (if any). No portion markings
will be shown. Within a classified document, an individual page contains both FOUO and classified -
information will be marked at the top and bottom with the highest security classification of information
appearing on the page. Ifan individual portion contains FOUO information but no classified information,
the portion will be marked, “FOUO.” :

Regnoval ofthe “For Official Use Only” marking can only be accomplished by the originator or other
competent authority. When the “For Official Use Only” status is terminated, all known holders will be
notified to the extent practical. . - ' ‘ '

: bisseminaﬁon; .Contractors may disseminate “For Ofﬁ-c":ial‘.Use‘ Only” information tothen' employees and
subcontractors who have a need for the information in connection with a classified contract. R ’

Storage. During working hours, “Eor Officlal Use Only” information shall be placed in an out-of-sight
location if the work area is accessible to persons who do not have a need for the information. During
nonworking hours, the information shall be stored to preclude unauthorized access. Filing such material
with other unclassified records in unlocked files or desks, is adequate when internal building security is .
provided during nonworking hours. When such internal security control is not exercised, locked buildings
or rooms will provide adequate after-hours protection or the material can be stored in locked receptacles
" such as file cabinets, desks, or bookcases. oL : o '

Transmission. “For Official Use Only” informati‘pn may be sent via first-class mail or parcel post. Bulky
shipments may be sent by fourth-class mail. T » -

Disposition. When no longer needed, FOUO information may be disposed of by teering each copy into
pieces to preclude reconstructing, and placing it in a regular trash container or as directed by-the User

Agency.

. . Unauthorized Disclosure. Unauthorized disclosure of “For Official Use Only” information does not

constitute a security viglation but the releasing agency should be informed of any unauthorized disclosure,
The unauthorized disclpsure of FOUO information protected by the Privacy Act may result in criminal

sanctions. '
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