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Exemption (b)(1) Information excised is properly and currently classified in the interest of
national defense or foreign policy

Exemption (b)(2) Information excised is related solely to the internal rules and practices of
the Agency.

Exemption (b)(3) Information excised is specifically exempt from disclosure by an
Executive Order or Statute. Specifically:

Exemption (b)(4) Information excised is commercial or financial information received
from outside the Government and is likely to cause substantial harm to the competitive
position of the source providing the information.

Exemption (b)(5) Information excised is internal advice, recommendations, or subjective
evaluations pertaining to the decision-making process of the Agency.

Exemption (b)(6) Information excised is certain individual names and personal
identifiers and is excised for heightened interest in the personal privacy of Department
of Defense personnel that is concurrent with the increased security awareness demands.

Exemption (b) (7) Information excised is investigatory records or information compiled
for law enforcement purposes

Exemption (b)(8) Information excised is records for the use of any agency responsible for
the regulation or supervision of financial institutions

Exemption (6)(9) Information excised is records containing geological and
geophysical information (including maps) concerning wells.

Please direct inquiries regarding this document to:
Commander (Code K00000D FOIA)
Naval Air Warfare Center Weapons Division
1 Administration Circle Stop 1009
China Lake, CA 93555-6100.




1. CONTRACT ID CODE PAGE OF PAGES
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1] e
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8. NAME AND ADDRESS OF CONTRACTOR (No., Street, County, State and Zip Code) 9A. AMENDMENT OF SOLICITATION NO.
THE SURVICE ENGINEERING COMPANY
JAMES B. FOULK 9B. DATED (SEE ITEM 11)
SURVICE ENGINEERING COMPANY
1003 OLD PHILADELPHIA ROAD X 10A. MOD. OF CONTRACT/ORDER NO.
SUITE 103 N68936-01-D-0037
ABERDEEN MD 21001-4011 10B. DATED (SEE ITEM 13)
CODE 7T988 [FACILITY CODE X | 26-Jul-2001
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
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Offer must acknowledge receipt of this amendment prior to the hour and date specified in the soficitation or as amended by one of the following methods:
(a) By completing Items 8 and 15, and returning copies of the d (b) By ack ledging receipt of this amendment on each copy of the offer submitted;
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RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN
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A.THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE
CONTRACT ORDER NO. IN ITEM 10A.
B.THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying
office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).
C.THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
X |D.OTHER (Specify type of modification and authority)
Mutual agreement of both parties.
E. IMPORTANT: Contractor D is not, m is required to sign this document and return copies to the issuing office.
14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter
where feasible.)
See pages herein
Except as provided herein, all terms and conditions of the d fe d in Item 9A or 10A, as | changed, remains unchanged and in full force and effect.
15A. NAME AND TITLE OF SIGNER (Type or print) -H6A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
DIANE E FOUCHER / PROCUREMENT CONTRACTING OFFICE
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
- ' . BY acw T . Gocccfie 13-Sep-2001
‘ (Signature of person authorized to sign) (Signature of Contracting Officer)
EXCEPTION TO SF 30 30-105-04 STANDARD FORM 30 (Rev. 10-83)
APPROVED BY OIRM 11-84 Prescribed by GSA
FAR (48 CFR) 53.243
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

Changes in §olicitatignl&nt;a£q2rdgr Form

The Payment will be made by’ organization has changed from
DFAS - CLEVELAND CENTER
SAN DIEGO
4181 RUFFIN ROAD
SAN DIEGO, CA 92123-1819
to
DFAS - COLUMBUS CENTER & MOCAS
SOUTH ENTITLEMENTS
PO BOX 182264
COLUMBUS, OH 43218-2264

Changes in Section B
The following clauses which are incorporated by full text have been added or modified:
CONTRACT MINIMUM/MAXIMUM QUANTITY AND CONTRACT VALUE
The minimum quantity and contract value for all orders issued against this S-year contract shall not be less than the

minimum quantity and contract value stated in the following table. The maximum quantity and contract value for all
orders issued against this contract shall not exceed the maximum quantity and contract value stated in the following

table.

MINIMUM MAXIMUM
AMOUNT AMOUNT
$500,000.00 149,000 hours
TEXT LIMITATION OF INDIRECT RATES - YEAR 1

The Contractor will be reimbursed at rates no higher than those proposed for the first year:

Overhead:
On-Site
Off-Site
G&A: b @)

Subcontract Overead:

Changes in Section C

The following clauses which are incorporated by full text have been added or modified:
C-TXT-05 CONTRACT DATA REQUIREMENTS LIST (MAR 1996)

Item 0002 shall be in accordance with the attached Contract Data Requirements List, CDRL, DD Form 1423,
dated 29 August 2001, Exhibit “A” of this contract.
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Changes in Section F
The following clauses which are incorporated by full text have been added or modified:

F-TXT PLACE OF PERFORMANCE

(a) All task orders shall be performed at the Naval Air Warfare Center, Weapons Division, China Lake, CA or at the
contractor’s facility in or near Ridgecrest, CA, unless another location is specified in the task order. Accordingly, the
contractor shall maintain within a 30 mile radius of the NAWCWD, China Lake, main gate, an office with the capability
to provide services and resources to accomplish the work described in this Statement of Work. The contractor shall
provide management and administrative support for the office sufficient to provide work direction, planning, and
progress and schedule status reporting for the task order contract. All efforts will be initiated by Task Orders which will
specify completely the requirements and deliverables.

(b) The contractor shall supply all equipment, facilities, space and materials necessary for the technical, management and
administration of the work performed under this contract at the contractor’s facility.

(c) The government will provide access to equipment, facilities, space and materials for work performed at the Naval Air
Warfare Center, Weapons Division, China Lake, CA

Changes in Section G

Summary for the Payment Office
The total funded amount of the contract remains unchanged.

The following clauses which are incorporated by full text have been added or modified:

G-TXT-06 SECURITY ASSIGNMENT
Defense Security Service Capitol Region, 938 Elkridge Landing Road, Linthicum, MD 21090 is hereby
assigned administrative responsibility for safeguarding classified information.

G-TXT-07 PAYMENT ADDRESS
Payment under this contract shall be sent to the following address:

SURVICE Engineering Company
4695 Millennium Dr.
Belcamp, MD 21017

G-TXT-13 COURTESY COPY OF INVOICE/VOUCHER
A courtesy copy of each invoice/voucher processed for payment will be sent to:
COMMANDER
CODE 761500D
NAVAIRWARCENWPNDIV
1 ADMINISTRATION CIRCLE
CHINA LAKE CA 93555-6100

CONTRACTING OFFICE:
COMMANDER

CODE 210000D (S. Lambert — 760-939-7652)
NAVAIRWARCENWPNDIV

1 ADMINISTRATIVE CIRCLE

CHINA LAKE, CA 93555-6100

COR:
COMMANDER
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CODE 218100D (J. Tucker — 760-939-8442)
NAVAIRWARCENWPNDIV

1 ADMINISTRATIVE CIRCLE

CHINA LAKE, CA 93555-6100

Changes in Section H

The following clauses which are incorporated by full text have been added or modified:

5252.209-9510 ORGANIZATIONAL CONFLICTS OF INTEREST (SERVICES) (JUL 1998)

(a) Purpose. This clause seeks to ensure that the contractor (1) does not obtain an unfair competitive advantage
over other parties by virtue of its performance of this contract, and (2) is not biased because of its current or planned
interests (financial, contractual, organizational or otherwise) that relate to the work under this contract.

(b) Scope. The restrictions described herein shall apply to performance or participation by the contractor (as
defined in paragraph (d)(7)) in the activities covered by this clause.

(1) The restrictions set forth in paragraph (e) apply to supplies, services, and other performance rendered with
respect to the suppliers and/or equipment listed in the Statement of Work contained in Section C. Delivery
orders/Task orders issued under the contract will specify to which suppliers and/or equipment subparagraph (e)
restrictions apply.

(2) The financial, contractual, organizational and other interests of contractor personnel performing work under
this contract shall be deemed to be the interests of the contractor for the purposes of determining the existence of an
Organizational Conflict of Interest. Any subcontractor that performs any work relative to this contract shall be
subject to this clause. The contractor agrees to place in each subcontract affected by these provisions the necessary
language contained in this clause.

(c) Waiver. Any request for waiver of the provisions of this clause shall be submitted in writing to the Procuring
Contracting Officer. The request for waiver shall set forth all relevant factors including proposed contractual
safeguards or job procedures to mitigate conflicting roles that might produce an Organizational Conflict of Interest.
No waiver shall be granted by the Government with respect to prohibitions pursuant to access to proprietary data.

(d) Definitions. For purposes of application of this clause only, the following definitions are applicable:

(1) “System” includes system; major component, subassembly or subsystem, project, or item.

(2) “Nondevelopmental items” are as defined in FAR 2.101.

(3) “Systems Engineering” (SE) includes, but is not limited to, the activities in FAR 9.505-1(b).

(4) “Technical direction” (TD) includes, but is not limited to, the actiities in FAR 9.505-1(b).

(5) “Advisory and Assistance Services” (AAS) are those services acquired from non-governmental sources to
support or improve agency policy development or decision making; or, to support or improve the management of
organizations or the operation of hardware systems. Such services may encompass consulting activities, engineering
and technical services, management support services and studies, analyses and evaluations.

(6) “Consultant” services is as defined in FAR 31.205-33(a).

(7) “Contractor”, for the purposes of this clause, means the firm signing this contract, its subsidiaries and
affiliates, joint ventures involving the firm, any entity with which the firm may hereafter merge or affiliate, and any
other successor or assignee of the firm.

(8) “Affiliates” means officers or employees of the prime contractor and first tier subcontractors involved in the
program and technical decision making process concerning this contract.

(9) “Interest” means organizational or financial interest.

(10) “Weapons system supplier” means any prime contractor or first tier subcontractor engaged in, or having a
known prospective interest in the development, production or analysis of any of the weapon systems, as well as any
major component or subassembly of such system.

(e) Contracting restrictions.

(1) To the extent the contractor provides systems engineering and/or technical direction for a system or
commodity but does not have overall contractual responsibility for the development, the integration, assembly and
checkout (IAC) or the production of the system, the contractor shall not (i) be awarded a contract to supply the
system or any of its major components or (ii) be a subcontractor or consultant to a supplier of the system or of its
major components. The contractor agrees that it will not supply to the Department of Defense (either as a prime
contractor or as a subcontractor) or act as consultant to a supplier of, any system, subsystem, or major component
utilized for or in connection with any item or other matter that is (directly or indirectly) the subject of the systems
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engineering and/or technical direction or other services performed under this contract for a period of three (3) years
after the date of completion of the contract. (FAR 9.505-1(a})

(2) To the extent the contractor prepares and furnishes complete specifications covering nondevelopmental
items to be used in a competitive acquisition, the contractor shall not be allowed to furnish these items either as a
prime contractor or subcontractor. This rule applies to the initial production contract, for such items plus a specified
time period or event. The contractor agrees to prepare complete specifications covering non-developmental items to
be used in competitive acquisitions, and the contractor agrees not to be a supplier to the Department of Defense,
subcontract supplier, or a consultant to a supplier of any system or subsystem for which complete specifications
were prepared hereunder. The prohibition relative to being a supplier, a subcontract supplier, or a consultant to a
supplier of these systems of their subsystems extends for a period of two (2) years after the terms of this contract.
(FAR 9.505-2(a)(1))

(3) To the extent the contractor prepares or assists in preparing a statement of work to be used in competitively
acquiring a system or services or provides material leading directly, predictably and without delay to such a work
statement, the contractor may not supply the system, major components thereof or the services unless the contractor
is the sole source, or a participant in the design or development work, or a contractor involved in preparation of the
work statement. The contractor agrees to prepare, support the preparation of or provide material leading directly,
predictably and without delay to a work statement to be used in competitive acquisitions, and the contractor agrees
not to be a supplier or consultant to a supplier of any services, systems or subsystems for which the contractor
participated in preparing the work statement. The prohibition relative to being a supplier, a subcontract supplier, or
a consultant to a supplier of any services, systems or subsystems extends for a period 2 years after the terms of this
contract. (FAR 9.505-2(a)(1))

(4) To the extent work to be performed under this contract requires evaluation of offers for products or
services, a contract will not be awarded to a contractor that will evaluate its own offers for products or services, or
those of a competitor, without proper safeguards to ensure objectivity to protect the Government’s interests.
Contractor agrees to the terms and conditions set forth in the Statement of Work that are established to ensure
objectivity to protect the Government’s interests.(FAR 9.505-3)

(5) To the extent work to be performed under this contract requires access to proprietary data of other
companies, the contractor must enter into agreements with such other companies which set forth procedures deemed
adequate by those companies (i) to protect such data from unauthorized use or disclosure so long as it remains
proprietary and (ii) to refrain from using the information for any other purpose other than that for which it was
furnished. Evidence of such agreement(s) must be made available to the Procuring Contracting Officer upon
request. The contractor shall restrict access to proprietary information to the minimum number of employees
necessary for performance of this contract. Further, the contractor agrees that it will not utilize proprietary data
obtained from such other companies in preparing proposals (solicited or unsolicited) to perform additional services
or studies for the United States Government. The contractor agrees to execute agreements with companies
furnishing proprietary data in connection with work performed under this contract, obligating the contractor to
protect such data from unauthorized use or disclosure so long as such data remains proprietary, and to furnish copies
of such agreement to the Contracting Officer. Contractor further agrees that such proprietary data shall not be used
in performing for the Department of Defense additional work in the same field as work performed under this
contract if such additional work is procured competitively. (FAR 9.505-4(b))

(6) Preparation of Statements of Work or Specifications. If the contractor under this contract assists
substantially in the preparation of a statement of work or specifications, the contractor shall be ineligible to perform
or participate in any capacity in any contractual effort (solicited or unsolicited) which is based on such statement of
work or specifications. The contractor shall not incorporate its products or services in such statement of work or
specifications unless so directed in writing by the Contracting Officer, in which case the restrictions in this
subparagraph shall not apply. Contractor agrees that it will not supply to the Department of Defense (either as a
prime contractor or as a subcontractor) or act as consultant to a supplier of, any system, subsystem or major
component utilized for or in connection with any item or work statement prepared or other services performed or
materials delivered under this contract, and is procured on a competitive basis, by the Department of Defense with 2
years after completion of work under this contract. The provisions of this clause shall not apply to any system,
subsystem, or major component for which the contractor is the sole source of supply or which it participated in
designing or developing. (FAR 9.505-4(b))

(7) Advisory and Assistance Services (AAS). If the contractor provides AAS services as defined in paragraph
(d) of this clause, it shall be ineligible thereafter to participate in any capacity in Government contractual efforts
(solicited or unsolicited) which stem directly from such work, and the contractor agrees not to perform similar work
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for prospective offerors with respect to any such contractual efforts. Furthermore, unless so directed in writing by
the Contracting Officer, the contractor shall not perform any such work under this contract on any of its products or
services, or the products or services of another firm or which the contractor performs similar work. Nothing in this
subparagraph shall preclude the contractor from competing for follow-on contracts for AAS.

(f) Remedies. In the event the contractor fails to comply with the provisions of this clause, such noncompliance
shall be deemed a material breach of the provisions of this contract. If such noncompliance is the result of
conflicting financial interest involving contractor personnel performing work under this contract, the Government
may require the contractor to remove such personnel from performance of work under this contract. Further, the
Government may elect to exercise its right to terminate for default in the event of such noncompliance. Nothing
herein shall prevent the Government from electing any other appropriate remedies afforded by other provisions of
this contract, or statute or regulation.

(g) Disclosure of Potential Conflicts of Interest. The contractor recognizes that during the term of this contract,
conditions may change which may give rise to the appearance of a new conflict of interest. In such an event, the
contractor shall disclose to the Government information concerning the new conflict of interest. The contractor shall
provide, as a minimum, the following information:

(1) a description of the new conflict of interest (e.g., additional weapons systems supplier(s), corporate
restructuring, new first-tier subcontractor(s), new contract) and identity of parties involved;

(2) adescription of the work to be performed;

(3) the dollar amount;

(4) the period of performance; and

(5) adescription of the contractor’s internal controls and planned actions, to avoid any potential organizational
conflict of interest.

Changes in Section J

The free form item “Table of Contents™ has been deleted.

The following clauses which are incorporated by full text have been added or modified:

J-TXT-01 SECTION J - LIST OF ATTACHMENTS
TITLE DATE NO. OF PAGES
Exhibit A — DD FORM 1423, Contracts Data Requirements List 08/29/01 7
Attachment 1 — DD FORM 254, Contract Security Classification Specification 08/23/01 25
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(2) Budgeted cost as a function of schedule.

(3) Actual man-hours experienced during the reporting period separated as to
contract labor and subcontract labor. .

(4) Variance of man-hours experienced versus budgeted.

(5) Total accumulated man-hours to date, including a subtotal by Government
fiscal year _ :

(6) Actual cost expended during the reporting period.

(7) Variance of cost expended versus budgeted.

(8) Total accumulated cost to date, including a subtotal by Government fiscal year.
(9) New commitments incurred during the reporting period by type and dollar
amount. A

(10) Status of subcontractor billing and payments against open commitments.
(11) Notification such as those required by the Limitation of Funds Clause,
Limitation of Costs Clause, and Fee Adjustment Due to, Variation in the Level of
Effort and the Task Order Clause.

Block 9: Distribution statement will be determined by the Government prior to
first submittal.

Blocks 12 and 13: Submit in accordance with individual Task Orders.

Block 14: Data shall be submitted in an electronic format agreed upon by the
Government and Contractor prior to first submittal.

N
. 0 2 0
G. PREPARED BY . rm“ L / J.DATE
INAVAL AIR WARFARE CENTER, WEAPONS DIVISION
ICHINA LAKE, CA 93555-6001 010102 010829

TOP ™ OTHER FNCL -

D. SYSTEM /ITEM E. CONTRACT/PR NO. : F. CONTRACTOR ’

Air Weapoas Sysiema Survivabilty Asslysis Suppon N68936-01-D-0037
1.DATA ITEMNO. | 2 TITLE OF DATA ITEM 3, SUBTITLE 17. Price Group

ERFORMANCE AND COST REPORT Cost/Schedule Performance Report
A001 : ]
4. AUTHORITY (Daia Acquistion Docvment No.) 5. CONTRACT REFERENCE 6. REQUIRING OFFICE n.m
DI-FNCL-80912 SOW Para 3.3.10 NAWCWPNSDIV CODE  ° 418000D

7.DD 250 REQ |9. DIST STATEMENT 10. FREQUENCY 12. DATE OF FIRST SUBMISSION 14, DISTRIBUTION

LT REQUIRED MTHLY NLT 45 DAC oS
& AFF CODE SecBlk16  [11.asorpaTE Rt ». ADDRESSEE v

. Dnaft

N/A EOM EOM+10 ros | repro
16. REMARKS Code 418000D 0 1 0
Block 4: Contractor format authorized, as long as the following requirements are [Code 210000D 011 0
met: .
(1) Budgeted man-hours separated as to contractor labor and subcontract labor as a
function of schedule.

an
DD Form 1423-1 APR 89 Previous editionsmobsoli ) /pAGE I OF 3 PAGES
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DATA ITEM DESCRIPTION . OMa o 07040188
. TmE ' . - — = 7 WOENTICATION NOMSER
_ Performance and Cost Report DIEFNCL-SOQlZ

3 OISCUPTION/ FURPOST " , ". : S _
3.1 The Performance and Cost Report provides current status and projected
reguirements of funds, man-hours, and work completion,

3.2 The report is used for evaluation of contractor progress.

Ic.aﬁnsazﬂﬁr-trzznnazzzzr

7.1 This Data Item Déacription (DID) contains the format and coﬁtent
preparation instructions for the dats product generated by the specific
and discrete task requirement as delineated in the contract, '

7.2 This DID supersedes DI-F~1288A.

RPRSVAT RRYATOR _ ——— _ ; . —%]ﬁ:ﬂﬁ!iﬁiﬁ?"""

: ' S o S Aqggg . |
70" PREPARATION INSTRUCTIONS ) . : ” .
18.1 Format. The Performance and Cost Report format shall be contractor .

selected, Unless effective presentation would be degraded, the initially
used format arrangement shall be used for all subseguent submissions.

18.2 ‘Content. The Performance and Cost Report shall contain the
| following: L ' C

18.2.1 Man-houra. Total man-hours expended by technical categories or
program tasks, cumulative total man-hours to date, and percentages of
total man-hours spent to date. State whether or not remaining hours are -
sufficient to complete the task. - '

10.2.2 Funds. Total funds expended, by task, for the month; cumulative
total funds spent to date; and percentage of total contract funds spent to
dat:. State whether or not remaining funds are sufficient to complete the
:as- . a .7 |

18.2.3 Hork completion. Percentage of work conpleted, by tasks during
the month, and cumulative percentage of total contract work completed to

| ———s—————
1% DISTRIBUTION STATEMENT

DISTRIBUTION STATEMENT A: .
Approved for public release; Gistribution 18 unlimited.

) . ' P, t P
DD Form 1664, MAR 87 Jun 86 eustion may be uted wntd eahautted _ oq-'_l_o_l_m
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Public reporting burden is for this collection of information is esimated to average 110 hours per response. including the time for reviewingshashing oniwingr
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Information, Including suggestions for reducing the burden to Washington Headquariers Service, Directorate for informatio nOperations and Reports, 1215 Jolterson Davis Highway, Sulhp
1204 Aﬂmummmbwmmmmmwwmmmmmmwmm OC 20503. Send compleled Form to the

i ™ : OTHER MGMT - ‘
D. SYSTEM /ITEM E- CONTRACT/PR NO. IF. CONTRACTOR
Air Weapons Sysiems Survivability Analysis Suppon N68936-01-D-0037 ‘
1. DATA TTEMNO. | 2 TITLE OF DATA ITEM ' 3. SUBTITLE 17. Price Groap
ONTRACTOR’S PROGRESS, STATUS AND
~A002 . T
4. AUTHORITY (Data Acquistioa Document No.) " | 5. CONTRACT REFERENCE 6.. REQUIRING OFFICE 18. Estimaicd
DI-MGMT-80227 G-NSTD-01 & SOW Para 3.3.10 NAWCWPNSDIV CODE 418000D T‘f" Price
7.DD250REQ - |9.DISTSTATEMENT | 10. FREQUENCY 12. DATE OF FIRST SUBMISSION 14 DISTRIBUTION
LT REQUIRED MTHLY NLT 45 DAC S COTES
% APP CODE SEEBIk 16  |i1.asoFDATE I tsion UENT % ADDRESSEE R
N/A EOM EOM+10 fres | Rooeo
16. REMARKS [Code 418000D 01 0
Block 4: Contractor format authorized, as long as all requirements in G-NSTD-01 are met. [Code 210000D 0 1 0

Block 9: Distribution statement will be determined by the Government prior to first
submittal,

Blocks 12 and 13: Submit in accordance with individual Task Orders.

Block 14: Data shall be submitted in an clectronic format agreed upon by the Government
and Contractor prior to first submittal.

01240
G.PREPARED BY - DATE 1.DATE
INAVAL AIR WARFARE CENTER, WEAPONS DIVISION —
[CHINA LAKE, CA 93555-6001 : 010829
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10.3

' ' - |m e
DATA ITEM DESCRIPTION o Dot 30 106 |
STV T.JOCNTIFICATION NUMBER
Concnctor‘n Progress, Status and Management Repor:-
’ : : : DI-MGMT-80227
m
3.1_ The Contractor's Progress, Status and Manzgement hport indicates thc progress of

work and ths status of the program and of the assigned tasks, reports costs, and
informs of existing or potential problem areas.

T e g e [ (o

(YYAMMBD)
260505 N/SPARAR . ' : '
7.1 This Data Item Description (DID) contains the format and content preparation

instructions for the data product gensrated by the specific and discrste task
requirement for this data inmcluded in.the contract.

7.2 This DID may be applied in any contract and during any program phase :
7.3 This DID supersedes DI-A-2090A, DI-A-30235A, UDI-A-220508B, UDI-A-23052A, UDI-A-23960.
DI-4-30024, and DI-A-30606. (cont. on page 2) A
SFPROVAL CRTTATION ' : i — T
. ' X | 3947 _
10.1 Contract -~ This data itam :l.: gensrated by the contract which contains a specific gnd

discrete work task to develop this data product.

Format - This report shall be typewritten on standard .size (e.g. 8 1/2" by 11") white :

pmr, and securely stapled. Pages shall be sequentially numbered. All attachments.
shall be identified and referenced in the text of the report. Ths report shall be
prepared in the contractor's tomat and shall be legible and suitable for
riéproduction.

Content - The report shall include:

4. A front cover sheset which includes the mtucto: s name and addrass, the -
contract number, the nomenclsture of the system or progrim, the date of the
report, the period covered by the report, ths title of the report, either the
serial number of the report or the Contract Data Requirements List (CDRL)
sequence number, the security classification, and the name of the issuing .
Government activity;

b. Description of the progress made against milestones during the report:lng period;

¢. Results, positive or negative, obtainad related to previously-identified problem
areas, with conclusions and rccomndlt:l.om;

.d. Auy stgnificant changes to the contractor's organisation or method of operation,

to ths project management network, or to the milestons chart;

e. Problem aroas affecting technical or scheduling elements, with background and amy
recommendations for solutions bayond the scope of the contract;

£. Problem areas affucting cost elements, with background and any recosmendations for]
solutions beyond the scope of the comtract;

g- Cost curves showing actual and projected conditions throughout the contract;

h. Any cost incurred for the reporting period and total contzactual expenditures as
of reporting date;

4. Person~hours expended for the reporting period and cumulatively for the contract ;

§. Any trips and significant results; (cont. on.page 2)

DD Form 1664, FEB 85 , ‘Mwnm sagt 1 ofF .2 ealf
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7. APPLICATION/INTERRELATIONSHIP (Comt'd)
7.4 Paragraphs 10.3.f, 10.3.g, and 10,3.h herein should be tailored on ID Form 1423
vhen such cost data is already submitted through a sophisticated cost reporting
éysl':gu under the contract. : S
10.. PEEPAKATION INSTRUCTIONS (Cont'd)

k. Record of all significant telephone calls and any commitments made by.
telephone; ) ' ' .

1. Summary of Enginsering Change Proposal (ECP) status, including identification
of proposed ECPs, approved ECPs, and implemented ECPs;

m. Contract schadule status;

n. Plans for sctivities during the following reporting period;

©, Name and telephone number of preparer  of the report; :

P. Appendixes for any necessary tables, references, photographs, 1llugtrations,
and chares. - . . : )

Page 2 of 2 Pages
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CONTRACT DATA REQUIREMENTS LIST zmappgﬁom
(1 Data ltem) 0
Public reporting burden is lor this collaction of information is estimated to average 110 hours per response, inciuding the time for reviewingethioEn - Siam dhingsemmossinrseursls,
mmwmdmmmomm-ded,-ndmmmwmum.&mmwummm«wmmama
mwwmmwwnwnmmmmmwmm 1215Mm0m1-ﬂmvny.sullﬂ
1204, Arfington, VA 22202-4302, and 1o the Office of Management and Budgel, Paperwork Reduction Project (0704-0188), Washingion, DG 20603. Send compieted Form to the
XOCORTIACT THTE T ERfaG T macury OmCe L T e PR WO TRnTet FEBTR T ory
TOP ™ OTHER _MISC

D, SYSTEM /ITEM E. CONTRACT/PR NO, ’ F, CONTRACTOR

Alr Weagoas Sysicms Survivability Asnalysis Suppon N68936-01-D-0037
1.DATAITEMNO. | 2. TITLE OF DATA ITEM . 3. SUBTITLE 17. Price Group

A003 TECHNICAL REPORT - STUDY/SERVICES
. AUTHORITY (Data Acquistion Docusmcnt No.) 5. CONTRACT REFERENCE 6.. REQUIRING OFFICE 18. Estimaicd
D SOW Para 3.0 Total Price
I-MISC-80508A NAWCWPNSDIV CODE 413000D

7.DD 250 REQ |o. DIST STATEMENT 10. FREQUENCY 12. DATE OF FIRST SUBMISSION 14, DISTRIBUTION

LT REQUIRED ASREQ See Bk 16 > COPES
3. APP CODE SeeBlk 16 i1 asorpate s SEQUENT 4 ADDRESSEE - Tl

N/A See Blk 16 See Blk 16 Reg | Repro
16. REMARKS ) ’ ICode 418000D 0 1 0
Block 4: Contractor format authorized, as long as all SOW requirements are met. ICode 210000D ' LTR | ONLY
Block 9: Distribution statement will be determined by the Govemment prior to first
submittal.
Blocks 12 and 13: Submit in accordance with individual Task Orders.
Block 14: Data shall be submitted in an electronic format agreed upon by the Government
and Contractor prior to first submittal.

0]1 0

G. PREPARED BY DATE LDATE
INAVAL AIR WARFARE CENTER, WEAPONS DIVISION :
CHINA LAKE, CA 93555-6001 010102 010829
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DATA ITEM DESCRIPTION

Title: TECHNICAL REPORT - STUDY/SERVICES

Number: DI-MISC-80508A Approval Date: 7 November 2000
Office of Primary Responsibility: G/TS-ALS .

GIDEP Applicable: No Applicable Forms: No

AMSC Number: G7408

DTICApphcablc' DefenseTeebmcalInfonnauonCmmr(DTIC), 8725 Johm J. ngmaan.
Ste. 0944, Ft. Belvoir, VA  22060-6218 _

‘ Use/Relaﬁonship
Atechmcalrepmtprovxdesﬁlllydowmamdmhs of studies or analyses performed.
msdatamdesmphonoonEmsﬂzefcmatmdemsmEuomforﬂwdmm
generated by the specific and discrete task requirement as delineated in the contract.

This DID supersede DI-MISC-80508.
Requiremenu':'

1. Foxmat.

@- Therepmtmﬂaﬂattadmmlsshaﬂbetypewnmm,oroﬂmmsedmlylmaed,and
shall be duplicated using non-fading ink. - )

® Tmshallbeprepamdonstandardletmrmpapet@lﬂ"xll")

(c) When attachments are included, they shall be fully identified, refierenced in the text, and
folded to conform to the size paper used inthe report. -~ - :
@ Seamtydasmﬁcahmanddxshiblmmmmhngsshaﬂcmfonntoﬂwmqlmememxofthe _

conuacgpmchasedesmphmandseamtqummnmtscheckhsgasapphcable

2. Content. ' ’

(@  Title Page - Idexmﬁesﬂmmportbypmvxdmgconuactmunbu pzmectnamcor
purchase description title, task number, and reporting period. '

(b)  Table of Contents

()  Sectionl- Includesﬂxefollowmg:
(1) Introduction
@) Summary - Abndsmemmtofmﬂtsobtamedﬁomﬂnanalyhceﬁ'ort
G)Cmchmomandﬂmcroondensedtechmcalwbsmmmms.

@ Seeﬂonll Aoompheanddetaﬂeddescuphonofﬂ:emalyucresuhswhwhledm |
the conclusions stated in Section I above,

Page 1 of 1 Page




DEP_ARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | FACIITY CLEARANCE REQUIRED .

(The requirements of the DoD Industrial Security Manual apply TOP SECRET'

« to all securily aspects of this effort) ¥ e 7
Ref# CL00-037 stub# NG05300290CYBC SECRET
2. THIS SPECIFICATION I8 FOR: (and compleie as appicatie) 3. THIS SPECIFICATION IS: (X and compleie ss sppicable)
[ |+ e CONIRACT RBER NGBo36. 01-D-0037 - 06/07/31 Bl | o oRiGiNAL (Completo date i af cases) 010TH1
[0 [> SuecONTRACTNUMBER R -] M Imm, "a,mm
O °'Nmmmm'?ﬂ_n%"-"f""uma' o ' [ Y P FINAL (Compleie ko & 1 af Gasee ) lu )
4. 1S THIS A FOLLOW-ON CONTRACT? [O7ves T Ji0 ee. comiste o howins ' '

aulumm«mm —_— (Praceding Contract Numbar) s transfamed to this follow-on contracl.
5. ISTHISAFINAL DD FORM 2547 | [CJe [B]w tmcomssamon
n response to coniractaors requast dated retantion of the kdeniified cassifiod materiol 13 aisthortzed for the perdod of ‘ '

6. CONTRACTOR (include Commercial and Government Entity (CAGE) Codo) )
a NAME.MBS.WZPOODE b. CAGE CODE . COGNIZANT SECURITY OFFICE MMW&M
THE SURVICE ENGINEERING COMPANY 77988 DEFENSE SECURITY SERVICE
1003 OLD PHILADELPHIA ROAD : CAPITAL REGION
SUITE 103 : 938 ELKRIDGE LANDING ROAD -
ABERDEEN, MD 21001 LINTHICUM, MD 21080 . .
. SUBCONTRACTOR . . o . .
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ¢. COGNIZANT S8ECURITY OFFICE (Nams, Address, and Zpp Code)
. AC’I"UALPEBFORMANC_;E
I;LOGATION ] b. CAGE CODE €. COGNIZANT SECURITY OFFICE {Neme, Address, snd Zip Cods)
SURVICE ENGINEERING COMPANY _ 188D7 | DEFENSE S8ECURITY SERVICE
%01 NORTH HERITAGE DRIVE ; 41307 12TH STREET WEST, SUITE §
SUITE 204 v _ PALMDALE, CA 93551
UDGECREST, CA 93555

).. GENERAL IDENTIFICATION OF THIS PROCUREMENT

PROVIDE AIR WEAPONS SYSTEMS SURVIVABILITY AND SYSTEMS LEVEL ANALYSIS SERVICES. ELEMENTS OF CONTRACT SUPPORT
INCLUDE: (1) AIR WEAPON SURVIVABILITY AND LETHALITY ANALYSES; (2) SURVIVABILITY.SIMULATION ; SYSTEMS ANALYSES;
SURVIVABILITY SYSTEMS ENGINEERING ANALYSIS; DEVELOPMENT AND SUPPORT; AND (3) THE DOCUMENTATION INHERENT IN THE
ENGINEERING OR ANALYSIS PROCESS, . . .

i0. THIS CONTRAGT WILL REQUIRE AGCESS 707 |

YES E 1. ~INPERFORMINGTHISCONTRAC'|'.11-lECONTRACTORWﬂ.L: YES |NO

8. COMMUNICATIONS SECURITY (COMBEC) INFORMATION B0 ;mvnm:-:mmmmvymm 1o E-
b. RESTRICTED DATA O | B | b RECEVE CLASSIFIED DOCUMENTS ONLY [u] i
& CRITICAL NUCLEAR WEAPON DESIGN INFORMATION O | B | o RECEIVEAND GENERATE CLASSIFIED MATERAL B ':T
d. FORMERLY RESTRICTED DATA O8] FABRICATE, MDDIFY, OR STORE CLASSIFIED HARDWARE -0 F
». INTELLIGENCE INFORMATION: e. ‘PERFORM SERVICES ONLY T . . (m] B
(1) Seneiive Comertmanted informaton (SC n u i zawmro%mﬂmmmmumm m] !

@ Nenscl 1 l_:l_ ,'musmqmynaqmm B0
L SPECIAL ACCESS INFORMATION (O |8 | n RO e O U TREOTION CIRTER I E
3 NATO INFORMATION iinj E_ L HAVE TEMPEST REQUIREMENTS . k-] | |
1 FOREIGN GOVERNMENT INFORMATION D) | B | 4 HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS ®B O
. LIMITED DISSEMINATION INFORMATION ) ~ | O [B | x e8AUmMORZED 10 USE DEFENSE COURIER SERVICE Ooin
. FOR OFFICIAL USE ONLY INFORMATION B[O |t overemeay ; E
¢ .OTHER (Specty) O |0 | COMSEC ACOUNT IS FOR STU-111's ONLY. h
_ | |
D Form 254, DEC 90 . Previous editions are obsolets ¢ 805/340
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12, PUBLIC RELEASE. Any Information (clazsifiad or unciassified) partaining to the coniract shall not be relasad for public dissamination except 8 appreved by the- inomaional Seeuriiy:Masual
or - .

O] Direct E Through (specify):

COMMANbE& NAVAL AIR WARFARE CENTER, WEAPONS DIV (741100D), CHINA LAKE, CA 93535

fo the Direotorata for Freedom of information and Security Review, Office of the Assistant Secretary of Defense (Public ATalrs) * for review,
mmmumwmwmmmumbmw.

13, SECURITY GUIDANCE. The security classificalion guidsncs for this ciassified effort is identifed below. W any dificuity Is sncouniersd In applying this guidance or ¥ sny other contributing factor
indicates a need for changes in the gukiance, the contracior is suthorized encouraged 0 to challenge the guidance or the-classification
Mummwmmnnummum-thmdumbnmwm Periding finel dacislon, the
Informaiion invoived shall be handied and protecied at the lighest level of classiicstion assigned or recommendad. (F¥ In as appropriate for the clasalliod effort,  Attach, or forwerd under
sepersis .

FOREIGN AND FOREIGN OWNED, CONTROLLED OR INFLUENCED (FOCI) CONTRACTORS CANNOT BE PERMITTED
ACCESS TO THE INFORMATION REQUIRED FOR PRIME CONTRACTOR FULL PERFORMANCE [N THIS CONTRACT. .
FOREIGN CONTRACTORS INTERESTED IN PARTICIPATING IN THIS CONTRACT IN A SUBCONTRCT CAPABILITY WILL
HAVE TO JOIN WITH A U.S. PRIME CONTRACTOR WHO IS SUBJECT TO THE U.S. DEPARTMENT OF STATE EXPORT
LICENSING REQUIREMENTS.

CLASSIFIED WORK CANNOT BE PERFORMED UNTIL A FACILITY CLEARANCE HAS BEEN OBTAINED AT THE
CLASSIFICATION LEVEL REQUIRED IN BLOCKS *1A" AND *18".

ACCESS TO INFORMATION UNDER THIS CONTRACT WILL BE KEPT TO A MINIMUM TO MEET OPERATIONAL
REQUIREMENTS. :

ACCESS TO AND SAFEGUARDING OF COMSEC INFORMATION/MATERIAL WILL BE IN ACCORDANCE WITH DOD '
5220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL (NISPOM) AND DOD §220.22-8, NISPOM,
COMSEC SUPPLEMENT OF LATEST ISSUE AND ALL SUBSEQUENT CHANGES.. ,

THE INSTALLATION OF COMSEC EQUIPMENT UNDER THE CONFIGURATION CONTROL OF NSA WILL BE IN
ACCORDANCE WITH OPNAVINST 2221.3C, 5510.93, NTISS! 4000, AND NACS! 4009.

ADOITIONAL S8ECURITY REQUIREMENTS. Requiraments b addiion to ISM requirements, are established for this coniract. (¥ Yes, idently pertihent contraciusl - Ye - g No
mumwmuammmmmmnmw Provide ech requirements bl
cognizant securly office. Use Rem 13 ¥ addiional apace is nesdied). - 4 coy ot b e

ADDITIONAL SECURITY REQUIREMENTS HAVE BEEN ADDED TO ITEM 13. _
manwaummmmwanm:g;amm (¥ Yes, sxpish and kiently speciic sress o Ery.. E""

slernents corved out and the scthily responsitie for apections. Use Rem 13 ¥ 3
SPECIFIC ELEMENTS HAVE BEEN ADDED TO ITEM 13.

6. CERTIFICATION AND SIGNATURE. m-mmmm-;mmmumnmmum
seloased or generated under this classified sffort. ARl questions shall be refarred to the official named below,

a. TYPED NAME OF CERTIFYING OFFICIAL b TME , '
JUDITH K. SMITH CONTRACTING OFFICER FOR * TELEPHONE (ki drse o
SECURITY MATTERS (805) 989-7859
d ADDRESS (include Zip Code) ] REQUIRED DISTRIBUTION
COMMANDER a. CONTRACTOR
CODE 741100D R
NAVAIRWARCENWPNDIV b. SUBCONTRACTOR
1 ADMINISTRATION CIRCLE

©. COGNIZANT SECURITY OFFICER FOR PRIME & SUBCONTRACTOR
d. U.8. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY

6. ADMINISTRATIVE CONTRACTING OFFICER
f. OTHERS AS NECESSARY

e. SIGNATURE - .
/ , |741100E, 210000D, 418100D, 7G0000D
) | .
é % =g % g . .

CHINA LAKE, CA 93555-8001

8| B|o|=[ofa]s

d
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USE OF STUHIl FOR TRANSMISSION OF CLASSIFIED AND/OR SENSITIVE UNCLASSIFIED U.S. GOVERNMENT .
INFORMATION IS REQUIRED, A COMSEC ACCOUNT WILL BE REQUIRED. GOVERNMENT WILL FURNISH EQUIPMENT

FOR THE DURATION OF THIS CONTRACT. "

g - &
DD254 ITEM 13 SUPPLEMENTAL PAG

ACCESS TO TOP SECRET INFORMATION IS REQUIRED IN THE PERFORMANCE OF THIS CONTRACT AND SHALL BE IN
ACCORDANCE WITH DOD 5220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL (NISPOM),
CHAPTER 5. USER AGENCY APPROVAL IS REQUIRED PRIOR TO SUBCONTRACTING. . o

STORAGE OF TOP SECRET CLASSIFIED MATERIAL AT THE CONTRACTOR'S FACILITY IS NOT AUTHORIZED.

THE CONTRACTOR IS RESPONSIBLE FOR PROTECTION OF GOVERNMENT SENSITIVE DATA (AS DEFINED BY PUBLIC
LAW 100-235) DURING THE PERIOD OF THIS AGREEMENT. SUCH PROTECTION WILL BE EQUIVALENT TO THE
PROTECTION THE CONTRACTOR AFFORDS ITS OWN PROPRIETARY DATA AND TRADE SECRETS; BUT IN ANY EVENT,
GOVERNMENT SENSITIVE DATA WILL NOT BE DISCUSSED, PROCESSED, OR TRANSMITTED OVER UNSECURE

TELEPHONE, FACSIMILE, COMPUTER OR COMMUNICATIONS CIRCUITS.

-

ACCESS TO DOCUMENTS CONTAINING INTELLIGENCE INFORMATION S REQUIRED IN THE PERFORMANCE OF THIS
CONTRACT. ATTACHMENT #1, "SECURITY GUIDELINES FOR THE HANDLING OF INTELLIGENCE INFORMATION FOR -
CONTRACTORS® AND ALTACEMENT #2, DCID 1/7, "SECURITY CONTROLS ON THE DISSEMINATION OF INTELLIGENCE
INFORMATION® PROVIDE GUIDANCE ON CONTROL OF INTELLIGENCE INFORMATION. USER AGENCY APPROVAL IS

REQUIRED PRIOR TO SUBCONTRACTING.

THE FOLLOWING SECURITY CLASSIFICATION GUIDE(s) APPLIES AND WILL BE PROVIDED BY THE USER AGENG’Y AS

REQUIRED: o
OPNAVINST C5513.2B (63) "COMBAT SURVIVABILITY PROGRAM" AND OPNAVIINST S5513.38(28) "FUZES".

WHERE THE SECURITY CLASSIFICATION GUIDE (8) SPECIFIES A SPECIFIC DATE OR EVENT l'-:0R DECLASSIFICATION,
THE NEW DERIVATIVE CLASSIFICATION MARKINGS UNDER EXECUTIVE ORDER 12058 WILL APPLY.

DISTRIBUTION STATEMENTS MUST BE ON ALL CLASSIFIED AND UNCLASSIFIED TECHNICAL DOCUMENTS, REFER TO
THE CONTRACT DATA REQUIREMENTS LIST (CDRL) BLOCK 9, FOR THE REQUIRED DISTRIBUTION STATEMENT FOR

- YOUR DATA, OR YOUR NAVAL AIR WARFARE CENTER WEAPONS DIVISION, CHINA LAKE, CA OR NAVAL AIR WEAPONS

STATION CHINA LAKE, CA POINT OF CONTACT.

CLASSIFIED MATERIAL GENERATED UNDER THIS CONTRACT WILL BE MARKED WITH THE MOST RESTRICTIVE
DOWNGRADING/DECLASSIFICATION INSTRUCTION APPLICABLE PROVIDED BY THE ATTACHED SECURITY
CLASSIFICATION GUIDE (S) AND PER THE NEW DERIVATIVE CLASSIFICATION MARKINGS UNDER EXECUTIVE ORDER

12958. )

DOCUMENTATION GENERATED AS A RESULT OF THIS CONTRACT WILL BE CLASSIFIED IN ACCORDANCE WITH

SOURCE MATERIAL PROVIDED BY THE USER AND WILL CARRY THE MOST RESTRICTIVE
DOWNGRADING/DECLASSIFICATION INSTRUCTIONS, WARNING NOTICES AND CONTROL MARKINGS APPLICABLE. A
LISTING OF SOURCE MATERIAL WILL BE INCLUDED AS A PART OF THE DOCUMENT PREPARED BY THE

CONTRACTOR. : .

PRIOR TO THE AUTHORIZATION OF DTIC SERVICES, CONTRACTORS MUST SUBMIT DD FORMS IN ACCORDANGE
WITH REQUIREMENTS LISTED IN THE DOD 5220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING

MANUAL (NISPOM), CHAPTER 11, SECTION 2,

Y
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AIS PROCESSING WILL BE CONDUCTED IN ACCORDANCE WITH THE NATIONAL INDUSTRIAL SECURITY PROGRAM
OPERATING MANUAL (NISPOM), DEPARTMENT OF THE NAVY AUTOMATIC DATA PROCESSING SECURITY PROGRAM

(OPNAVINST 5239.1A) AND APPROPRIATE LOCAL AIS INSTRUCTIONS.

MPEST SECURITY REQUIREMENTS ARE.IIMPOSED IF THIS CONTRACT REQUIRES THE CONTRACTOR TO
ELECTRICALLY, ELECTRONICALLY, OR ELECTROMECHANICALLY PROCESS CLASSIFIED DATA AT THE SECRET -
SPECIAL CATEGORY OR HIGHER LEVEL. UPON AWARD OF CONTRACT, THE ATTACHED CONTRACTOR TEMPEST

QUESTIONNAIRE, % MUST BE COMPLETED BY THE CONTRACTOR AS PART OF THEIR CONTRACTUAL
REQUIREMENTS. IS NOT AUTHORIZED FOR TEMPEST SECURITY INFORMATION OR

. REQUIREMENTS. USER AGENCY APPROVAL IS REQUIRED PRIOR TO SUBCONTRACTING.

TE

THE CONTRACTOR IS REQUIRED TO PROVIDE OPERATION SECURITY (OPSEC) PROTECTION FORALL CLASSIFIED

INFORMATION (AS DEFINED BY FAR 4.401) AND SENSITIVE INFORMATION. IN ORDER TO MEET THIS REQUIREMENT,

THE CONTRACTOR SHALL DEVELOP, IMPLEMENT AND MAINTAIN A FACILITY LEVEL OPSEC PROGRAM IN
ACCORDANCE WITH *OPERATIONS SECURITY GUIDANCE FOR CONTRACTORS" DATED AUGUST

1893, AND GUIDANCE PROVIDED. THE DEFENSE SECURITY SERVICE
DSS) WILL PERFORM OPSEC INSPECTIONS AS REQUIRED. PRIOR APPROVAL OF THE CONTRACTING

(
ACTIVITY IS-REQUIRED BEFORE IMPOSING OPSEC REQUIREMENTS ON A SUBCONTRACTOR.

THE "FOR OFFICIAL USE ONLY" INFORMATION PROVIDED UNDER THIS CONTRACT SHALL BE SAFEGUARDED IN
ACCORDANCE WITH ATTAGHMENT #5.

SECURITY REQUIREMENTS AND SECURITY AGREEMENTS FOR SHARED ACCESS OF SECURITY FUNCTIONS
BETWEEN THE GOVERNMENT AND THIS CONTRACTOR HAVE BEEN ADDED TO THIS CONTRACT. SHARED ACCESS

WILL BE APPROVED FOR INDIVIDUAL DELIVERY ORDERS.

e e e




SECURITY GUIDELINES -FOR THE HANDLING OF INTELLIGENCE INFORMATION
FOR CONTRACTORS: - :

1.

3.‘

Intelligence released to. cleared DoD contractors, all.
reproductions thereof, and all other information generated .
based on, or incorporating data from, remain the property of
the U.S. Government. The releasing command shall govern
final disposition of intelligence information unless
retention is authorized. Provide the Director, ONI (ONI-5)

with a copy of the retention authorization.

Cleared DoD contractors shall not release intelligencq'to any

of their components or employees not directly engaged in
providing services under contract or other binding agreement
or to another contractor (including subcontractors) without
the consent of the releasing command. : :

Cleared DoD-contractors who employ foreign nationals or
immigrant aliens shall obtain approval from the Directoxr,’ ONI
(ONI~5) before releasing intelligence, regardless of their
m . ' R . . . . .

4. See Attachment #., DCID 1/7, "Secﬁrity Controls on the .
Dissemination of Intelligence Information", dated 30 JUNE 1998.

ATTACHMENT # [ TO DD-254
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UNCLASSIFIED//FOR OFFICIAL USEONLY .

5% DCID1/7

Security Controls on the Dissemination'Of
Intelligence Information

(Effective 30 June 1998)

Introduction

Pursuant to the provxsxons ofthe National Security Act of 1947, as amendod, Executive Order 12333, -
Executive Order 12958 afid implementing directives thereto, pohcxes, controls, and procedures for the
dissemination and use of intelligence information and related materials are herewith established in this -
Director of Central Intelligence Directive (Directive or DCID). Nothing in:this policy is intended to
amend, modify, or derogate the authonnes of the DCI contamed in Statute or Executwe Order.

1.0 Pollcy

1.1 It is the policy of the DCI that mtelhg:nce be produced in a way. that balances the need for maximum
utility of the information to the intended recipient with protection of intelligence sources and '
. methods. The controls and procedures established by this directive should be apphed umfonnly in the

dissemination and use of intelligence originated by all Intellxgence Community components in
accordance with the following principles:

1.1.1 Ongmators of classified mtelhgence information should write for the consumer, This policy is
intended to provide for the optimum dissemination of timely, tailored mtelhgence to consumers
in a form that allows use of the information to support all need to know customers. -

1.1.2 The originator of intelligence is responsible for determmmg the appropriate level of protection
prescribed by classification and dissemination policy. Originators shall take a risk’ management .
approach when preparing information for dissemination.

2.0 Purpose

ATTACHMFENT # O TO DN-2R4
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2.1 This Directive establishes policies, controls, and procedures for the dissemination and use of
intelligence information to ensure that, while facilitating its interchange for intelligence purposes, it
will be adequately protected. This Directive implements and amplifies applicable portions of the
directives of the Information Security Oversight Office issued pursuant to Executive Order (E.O.)
12958 and directives of the Security Policy Board issued pursuant to E.O. 12958 and PDD-29.

2.2 Additionally, this Directive sets forth policies and procedures governing the release of intelligence to
contractors and consultants, foreign governments, international organizations or coalition partners
consisting of sovereign states, and to foreign nationals and immig-ant aliens, including those

employed by the US Government. pursuant to DCID 5/6. Intellizence Disclosure Policy.
2.3 Executive Order 12958 provides for the establishment of Special Access Programs, including
,  Sensitive Compartmented Information. DCID 3/29 provides procedures for. the establishment and
review of Special Access Programs pertaining to intelligence activities and restricted collateral
information. Intelligence Community components may establish and maintain dissemination controls
on such information as approved under the policies and procedures contained in DCID 3/29, this
DCID, and implementing guidance. _

3.0 Definitions

3.1 “Caveated" information is information subject to one of the authorized control markings under
Section9. .

~ 3.2 Intelligence Community (and agencies within the Intelligence Community) refers to the United States
Government agencies and organizations and activities identified iu section 3 of the National Security

Act of 1947, as amended,, 50 USC 401a(4), and Section 3.4(f) (1 through 6) of Executive Order |
12333,

3.3 Intelligence information and related materials (hereinafter referred to as "Intelligence") include the
following information, whether written or in any other medium, classified pursuant to E.O. 12958 or
any predecessor or successor Executive Order:

3.3.1 Foreign intelligence and counterintelligence defined in the National Security Act of 1947, as
amended, and in Executive Order 12333;

3.3.2 Information describing US foreign intelligence and counterintelligence activities, sources,
methods, equipment, or methodology used for the acquisition, processing, or exploitation of
such intelligence; foreign military hardware obtained through intelligence activities for
exploitation and the results of the exploitation; and any other data resulting from US
intelligence collection efforts; and,

3.3.3 Information on Intelligence Community protective security programs (e.g., personnel, physical,
technical, and information security).

3.4 “Need-to-know" is the determination by an authorized holder of classified information that a _
prospective recipient requires access to specific classified information in order to perform or assist in

a lawful and authorized governmental function. Such persons shall possess an appropriate security

clearance and access approval granted pursuant to Executive Order 12968, Access to Classified
[nformatjon, ‘ - :

3.5 Senior Official of the Intelligence Community (SOIC) is the head of an agency, office, bureau, or
other intelligence element as identified in Section 3 of the National Security Act of 1947, as
amended, 50 USC 401a(4), and Section 3.4(f) (1 through 6) of Executive Order 12333.

3.6 A "tear line" is the place on an intelligence report (usually denoted by a series of dashes) at which the
sanitized version-of a more highly classified and/or controlled report begins. The sanitized ’
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“sahitized version of a more highly classified and/or controlled report begins. The sanitized
information below the tear line should contain the substance of the information above the tear line,
but without identifying the sensitive sources and methods. This will permit wider dissemination, in
accordance with the "need to know" principle and foreign disclosure guidelines, of the information
below the tear line. '

4.0 General Applicability

4.1 In support of the Policy Statement in Section 1.0, classifiers of intelligence information shall take a

risk management approach when preparing information for dissemination, In the interest of the
widest possible dissemination of information to consumers with a "need to know", classifiers shall
carefitlly consider the needs of all appropriate intelligence consumers regarding sources and methods
information or sensitive analytic comments and use control markings only when necessary and in

accordance with this directive, using tearlines and other formats to meet consumer needs for
intelligence.

4.2 In carrying out this policy, intelligence producers shall prepare their reports and products at the

lowest classification level commensurate with expected damage that could be caused by :
unauthorized discleSure. When necessary, the material should be prepared in other formats (e.g.
tear-line form) to permit broader dissemination or release of information.

4.3 All material shall be portion marked to allow ready identification of information that cannot be

broadly disseminated or released, except for material for which a waiver has been obtained under EO
12958, :

4.4 The substance of this Directive shall be promulgated by each Intelligence Community component,

and appropriate procedures permitting prompt interagency consultation established.

5.0 Use By and Dissemination Among Executive Branch

Departments/Agencies of the US Government




5.1 Executive Order 12958 provides that classified information originating in one US department or
agency shall not be disseminated beyond any recipient agency without the consent of the originating
agency. However, to facilitate use and dissemination of intelligence within and among Intelligence
Community components and to provide for the timely flow of intelligence to consumers, the
following controlled relief to the "third agency rule" is hereby established: :

5.1.1 Each Intelligence Community component consents to the use of its classified intelligence in
classified intelligence products of other Intelligence Community components, including its -
contractors under Section 6, and to the dissemination of those products within executive
branch departments/agencies of the US Governmerit, except as specifically restricted by
controls defined in this directive or other DCI guidance. :

5.1.2 Asprovided in 5:1.1, classified intelligence that bears no restrictive control markings may be
given secondary US dissemination in classified channels to any US executive branch
department/agency not on original distribution if (a) the intelligence has first been sanitized by
the removal of all references and inferences to intelligence sources and methods and the .
identity of the producing agency, or (b) if the product is not so sanitized, the consent of the
originator has been obtained. If there is any doubt concerning a reference or inference to
intelligence sources and methods, relevant intelligence documents should not be given
secondary dissemination until the recipient has consulted with the originator.

5.1.3 Any comporent disseiinating intelligence beyond the Intelligence Community assumes
responsibility for ensuring that recipient organizations agree to observe the need-to-know
principle-and the restrictions presctibed by this diréctive, and to maintain adequate safeguards.

6.0 Policy and Pr‘ocedhrés Governing the Release of Intelligehce
to Contractors and Consultants '

6.1.1 SOICs, or their designees, may release intelligence to appropriately cleared or access-approved
US contractors and consultants (hereinafter "contractor") having a demonstrated "needto ¢
know" without referral to the originating agency prior to release provided that: -
6.1.1.1 At the initiation of the contract, the SOIC or her/his designee specifies and certifies in
writing that disclosure of the specified information does not create an unfair :
competitive advantage for the contractor or a conflict of interest with the contractor's
obligation to protect the information. If, during the course of the contract, the
contractor's requirements for information changes to require new or.significantly
different information, the SOIC or his/her designee shall make a new specification and
certification. In cases where the designated official cannot or does not resolve the issue
of unfair competitive advantage or conflict of interest, consent of the originator is
required; : .

6.1.1.2 Release is made only to contractors certified by the SOIC (or designee) of the
sponsoring organization as performing classified services in support of a national
security mission; - -

6.1.1.3 The contractor has an approved safeguarding capability if retention of the intelligence
is required; ' R

6.1.1.4 Contractors are not-authorized to disclose further or release intelligence to any of their
components or employees or to another contractor (including subcontractors) without
the prior written notification and approval of the SOIC or his/her designee unless such




disclosure or release is authorized in writing at the mmatlon of the contract as an -
operational requirement;

6.1.1.5 Intelligence released to contractors, all reproductions thereof, and all other material
generated based on, or incorporating data therefrom (including authorized
reproductions), remain the property of the US Government. Final disposition of
intelligence information shail be governed by the sponsoring agency;

6.1.1.6 National Intelligence Estimates (NIEs), Special National Intelligence Estimates
(SNIEs), and Interagency Intelhgence Memoranda may be released to appropriately
cleared. contractors possessing an appropnate level faclhty clearance and
need-to-know, except as regulated by provisions concerning proprietary information as
defined in sections 6.1.1.7 and 9.3, below;

6.1.1.7 Except as provided in section'6.3 below, intelligence that bears the control marlong
"CAUTION-PROPRIETARY INFORMATION INVOLVED" (abbrevrated
“PROPIN" or "PR") may not be released to contractors, unless prior permission has
been obtained from the originator and those providing the intelligence to the originator.
Intelligence that bears the control marking, "Dissemination and Extraction of
Information Controlled By Originator" (abbreviated "ORCON") may only be released
to contractors within Government facilities. These control markrngs are further
described under Sections 9. 2 and 9.3, below; and .

6.1.1.8 Authorized release to foreign nationals or foreign coatractors is undertaken through
establrshed channels in aceordance wrth sectlons 7 and 8, and DCID 5/6 M@g—
: = P D *10: D;

ang_ns_(abbrevxated title: Natronal Disclosure Pohcy 1 orNDP l)to the extent
consistent with DCIDs and other DCI guidance.

6.2 Policies and Procedures for Contractors Inside Government Owned or Controlled Facilities
6.2.1 Contractors who perform duties inside a Government owned or controlled facrhty will follow

the procedures and policies of that sponsoring Intelligence Community member in accordance
- with Section 6.1 of this directive

6.3 Policies and Procedures for Contractors Outside Government Owned or Controlled Facilities '
6.3.1 Contractors who perform duties outside of Government owned or controlled facilities wrll

adhere to the following additional policies and procedures:

6.3.1.1 The SOIC of the sponsoring agency, or her/his designee, is responsible for ensuring
that releases to contractors of mtelhgence marked ORCON and/or PROPIN are made
only with the consent of the originating agency purcisant to this Directive and- through
" established channels; (See Sections 9.2 and 9.3);

6.3.1.2 The sponsoring agency shall maintain a record of material released;

6.3.1.3 Contractors shall establish procedures to control all intelligence reccwed produced,

. and held by them in accordance with the provrsrons of the Natignal Indugtria

Program Operating Manual. This will not impose internal receipt and document
accountability requirements for internal traceability and audit purposes;

6.3.1.4 All reproductrons and extractions of intelligence shall be classified, marked, and
controlled in the same manner as the original(s);

6.3.1.5 Sensitive Compartmented Information released to contractors shall be controlled :
pursuant to the provisions of DCID 1/19, Secugit: gv-fo : om nes

Information (SCI); and, .
6.3.1.6 Sponsoring agencies shall delete any reference to the Central Intelligence Agency, the




phrase "Directorate of Operations" and any of its components, the place acquired, the
field number, the source description, and field dissemination from all CIA Directorate
of Operations reports passed to contractors, unless prior approval to do otherwise is
obtained from CIA. _

7.0 Release to Foreign Governments, International
Organizations, and Coalition Partners

v 7.1 It is the policy of the DCI that mtelhgence may be shared with forelgn governments, and

international organizations or coalition partners consxstmg of sovereign states to the extent such
sharing promotes the interests of the United States, is consistent “~ith US law, does not pose
unreasonable risk to US foreign policy or national defense, and is limited to a specific purpose and
normally of limited duration, The release of intelligence to such entities is subject to this Directive,
wm&msﬂmmﬂhmand NDP 1 to the extent consistent with DCIDs and other
DCI guidance.
7.1.1 Intelhgence Community elements shall restrict the information subject to control markings to
the minimummecessary. If it is not possxble to prepare the entire report at the collateral,

uncaveated level, IC elements shall organize their intelligence reports and products to identify
clearly information not authorized for release to foreign entmes

7.2 Intelligence information that bears no specific control marking may ' be released to forelgn

governments, international orgamzatxons, or coalition partners provided that:
7.2.1 A positive foreign disclosure decision is made by a Desxgnated Intelhgence Dnsclosure Official
in accordance with procedures in DCID 5/6;

7.2.2 No reference is made to the originating agency or to the source of the documents on which the
released product is based; and, .

7.23 The source or manner of acquisition of the intelligence (inc*1ding analytic Judgments or
techniques), and/or the location where the intelligence was collected (if relevant to protect
sources and methods) is not revealed and cannot be deduced in any manner.

7.3 RESTRICTED DATA and FORMERLY RESTRICTED DATA may only be released to foreign

governments pursuant to an agreement for cooperation as required by Sections 123 and 144 of
Public Law 585, Atomic Energy Act of 1954, as amended.

8.0 Dissemination to Non-Governmental Foreign Natlonals or
Foreign Contractors




8.1 It is the policy of the DCI that no classified intelligence will be shared with foreign nationals, foreign
contractors, or international organizations not consisting of sovereign states, except in accordance
with the provisions of this Section. .

8.2 Intelligence, even though it bears no restrictive control markings, will not be released in any form to
foreign nationals or immigrant aliens (including those employed by, used by, or integrated into the
US Government) without the permission of the originator. In such cases where permission of the

originator has been granted, the release must be in accordance with DCID 5/6, and the NDP 1 to the
extent consistent with DCIDs and other DCI guidance. :

- 8.3 Release of intelligence to a foreign contractor or company under contract to the US Government
must be through the foreign government of the country which the contractor is representing, unless
§ otherwise directed in government-to-government agreements or there is an appropriate US channel
for release of the information. Provisions concerning release to foreign governments is contained in
Section 7.0, above.

9.0 Authorized Control Markings

9.1 DCI policy is that tife authorized control markings for intelligence information in this Section shall be
individually assigned as prescribed by an Original Classification Authority (QCA) or by officials
designated by a SOIC and used in conjunction with security classifications and other markings
specified by Executive Order 12958 and its implementing directix2(s). Unless originator consent is
obtained, these markings shall be carried forward to any new format or medium in which the same
information is incorporated. ‘ '

9.1.1 To the maximum extent possible, information assigned an authorized control marking shall not
be combined with uncaveated information in such a way as to render the uncaveated
information subject to the control marking. To fulfill the requirements of paragraph 9.6.1
below, SOICs shall establish procedures in implementing directives to expedite further -
dissemination of essential intelligence. Whenever possible, caveated intelligence information
reports should include the identity and contact instructions of the organization authorized to
approve further dissemination on a case-by-case basis. o

9.2 "DISSEMINATION AND EXTRACTION OF INFORMATION CONTROLLED BY
ORIGINATOR" (ORCON) '

9.2.1 This marking(ORCON. or abbreviated OC) may be used only on classified intelligence that
clearly identifies or would reasonably permit ready identification of intelligence sources or
methods that are particularly susceptible to countermeasures that would nullify or measurably
reduce their effective--ness. It is used to enable the originator to maintain continuing .
knowledge and supervision of distribution of the intelligence beyond its original dissemination.
This control marking may not be used when access to the intelligence information will A
reasonably be protected by use of its classification markings, i.e., CONFIDENTIAL, SECRET
or TOP SECRET, or by use of any other control markings specified herein or in other DCIDs.

Requests for further dissemination of intelligence bearing this marking shall be reviewed in a
timely manner,

9.2.2 Information bearing this marking may be disseminated within the headquarters 2 and specified
subordinate elements of recipient organizations, including their contractors within Government
facilities. This information may alse be incorporated in whole or in part into other briefings or
products, provided the briefing or intelligence product is presented or distributed only to
original recipients of the information. Dissemination beyond headquarters and specified-




subordinate elements or to agencies other than the original recipients requires advance
permission from the originator.

9.2.3 Information bearing this marking must not be used in taking investigative or legal action
without the advance permission of the originator. ‘ \

9.2.4 As ORCON is the most restrictive marking herein, agencies that originate intelligence will
follow the procedures established in the classified DCID 1/7 Supplement, "Guidelines for Use
of ORCON Caveat."

9.3 "CAUTION-PROPRIETARY INFORMATION INVOLVED* (PROPIN). This marking is used,
with or without a security classification, to identify information provided by a commercial firm or
private source under an express or implied understanding that the information will be protected as a
proprietary trade secret or proprietary data believed to have actual or potential value 3, This marking
may be used on government proprietary information only when the government proprietary
information can provide a contractor(s) an unfair advantage, such as US Government budget or
financial information. Information bearing this marking shall not be disseminated outside the Federal
Government in any form without the express permission of the originator of the intelligence and
provider of the proprietary information. This marking precludes dissemination to contractors
irrespective of their status to, or within, the US Government without the authorization of the

originator of the intelligence and provider of the information. This marking shail be abbreviated
"PROPIN" or "PR.2

9.4 *NOT RELEASABLE TO FOREIGN NATIONALS" - NOFORN (NF). This marking is used to

identify intelligence which an originator has determined falls under the criteria of DCID 5/6, .
"Intelligence Which May Not Be Disclosed or Released," and may not be provided in any form to
foreign governments, international organizations, coalition partners, foreign nationals, or immigrant
aliens without originator approval. - ‘ ‘
9.5 "AUTHORIZED FOR RELEASE TO..(name of country(ies)/international organization)” (REL
TO). This control marking is used when a limited exception to the marking requirements in Section
9.4 may be authorized to release the information beyond US recipients. This marking is authorized
only when the originator has an intelligence sharing arrangement or relationship with a foreign
government approved in accordance with DCI policies and procedures that permits the release of the
specific intelligence information to that foreign government, but to no other in any form without
originator consent.
9.6 Further Dissemination of Intelligence with Authorized Control Marking(s)

9.6.1 This Directive does not restrict an authorized recipient of intelligence at any level from directly
contacting the originator of the intelligence to ask for relief from a specific control marking(s)
in order to further disseminate intelligence material to additional users for which the authorized
original recipient believes there is a valid need-to-know. Authorized recipients are encouraged
to seek such further dissemination through normal liaison channels for release to US
Government agencies or contractors and through foreign disclosure channels for foreign
release, on a case-by-case basis, in order to expedite further dissemination of essential
intelligence. _

9.6.2 Authorized recipients may obtain information regarding points of contact at agencies that
originate intelligence from their local dissemination authorities or from instructions issued
periodically by these intelligence producers. Intelligence products often also carry a point of
contact name/office and telephone number responsibie for the product. If no other information
is available, authorized recipierits are encouraged to contact the producing agency of the
doeum;xzt to identify the official or office authorized to provide relief from authorized control

King(s). _ .

9.6.3 If there are any questions about whom to contact for guidance, recipients are also encouraged




to contact the Director of Central Intelligence (DCI) representative at the Commander-in-Chief
(CINC) Headquarters, overseas mission, trade delegation, or treaty negotiating team under
which they operate. _

9.7 A SOIC may authorize the use of additional security control markings for Sensitive Compartmented
Information (SCT), Special Access Program (SAP) information, restricted collateral information, or
other classified intelligence information, consistent with policies and procedures contained in DCID
3/29 and this directive. A uniform list of security control markings authorized for dissemination of
classified information by components of the Intelligence Community, and the authorized abbreviated
forms of such markings, shall be compiled in the central register saintained pursuant to DCID 3/29.
The forms of the markings and abbreviations listed in this register shall be the only forms of those
markings used for dissemination of classified information by components of the Intelligence
Community, unless an exception is specifically authorized by 2 SOIC.

10.0 Dissemination and Disélosure Under Emergency Conditions

10.1 Certain emergencysituations 4 that involve an imminent threat to life or mission warrant
dissemination of intelligence to organizations and individuals not routinely included in such
dissemination. When the national command authority (NCA) directs that an emergency situation
exists, SOICs will ensure that intelligence support provided to the ongoing operations conforms
with this Directive, DCID 5/6, and NDP 1 to the maximum extent practical and consistent with the
mission. - - -

10.1.2 Dissemination of intelligence under this provision is authorized only if: (a) an authority
designated by the military commander or civilian official determines that adherence to this
DCID reasonably is expected to preclude timely dissemi-nation to protect life or mission; (b)
disseminations are for limited duration and narrowly limited to persons or entities that need
the information within 72 hours to satisfy an imminent emergency need; and (c) there is
insufficient time to obtain approval through normal intelligence disclosure channels.

10.1.3 The disclosing authority will report the dissemination through normal disclosure channels
within 24 hours of the dissemination, or at the earliest opportunity thereafter as the
emergency permits. For purposes of this provision, planning for contingency activities or
operations not expected to occur within 72 hours does not constitute “imminent" need that
warrants exercise of the emergency waiver to bypass the requirements of this DCID.

10.1.4 Military commanders and/or responsible civilian officials will ensure that written guidelines
for emergency dissemination contain provisions for safeguarding disseminated intelligence
and notifying producers of disclosures of information necessary to meet mission
requirements. -

10.1.5 The NCA, and/or major commands or responsible civilian officials will immediately advise
intelligence producers when the emergency situation ends.

11.0 Procedures Governing Use of Authorized Control Markings
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11.1 Any recipient desiring to disseminate intelligence in a manner contrary to the control markings
. established by this Directive must obtain the advance permission of the agency that originated the
intelligence. Such permission applies only to the specific purpose agreed to by the originator and
does not automatically apply to all recipients. Producers of intelligence will ensure that prompt
consideration is given to recipients' requests with particular attention to reviewing and editing, if
necessary, sanitized or paraphrased versions to derive a text suitable for release subject to lesser or
no control marking(s). -

11.2 The control markings authorized above shall be shown on the title page, front cover, and other
applicable pages of documents; incorporated in the text of electrical communications; shown on
graphics; and associated (in fusll or abbreviated form) with data stored or processed in automated
information systems. The control markings also shall be indicated by parenthetical use of the
marking abbreviations at the beginning or end of the appropriate portions in accordance with E.O.
12958. ' ’

12.0 Obsolete Restrictions and Control Markings

12.1 The following control markings are obsolete and will not be used in accordance with the following
guidelines:

12.1.1 WNINTEL and NOCONTRACT. The control markings, Warning Notice - Intelligence
Sources or Methods Involved (WNINTEL), and NOT RELEASABLE TO
CONTRACTORS/CONSULTANTS (abbrevited NOCONTRACT or NC) were rendered
obsolete effective 12 April 1995. No permission of the originator is required to release, in

accordance with this Directive, material marked WNINTEL. Holders of documents prior to
12 April 1995 bearing the NOCONTRACT marking should apply the policies and
procedures contained in Section 6.1 for possible release of such documents.

12.1.2 Remarking of material bearing the WNINTEL, or NOCONTRACT, control marking is not
required; however, holders of material bearing these markings may line through or otherwise
remove the marking(s) from documents or other material.

12.1.3 Other obsolete markings include: WARNING NOTICE-INTELLIGENCE SOURCES OR
METHODS INVOLVED, WARNING NOTICE-SENSITIVE SOURCES AND
METHODS INVOLVED, WARNING NOTICE-INTELLIGENCE SOURCES AND
METHODS INVOLVED, WARNING NOTICE-SENSI'TIVE INTELLIGENCE
SOURCES AND METHODS INVOLVED, CONTROLLED DISSEM, NSC
PARTICIPATING AGENCIES ONLY, INTEL COMPONENTS ONLY, LIMITED,

CONTINUED CONTROL, NO DISSEM ABROAD, BACKGROUND USE ONLY, USIB
ONLY, NFIB ONLY. ‘ :

12.2 Questions with respect to current applications of all control markings authorized by earlier
Directives on the dissemination and control of intelligence and used on documents issued prior to
the effective date of this Directive should be referred to the agency or department originating the
intelligence so marked. : ’

13.0 Reporting Unauthorized Disclosures




13.1 Violations of the foregoing restrictions and control markings that result in unauthorized disclg‘sure
by one agency of the intelligence of another shall be reported to the Director of Central Intelligence
through appropriate Inteiligence Community channels.

14.0 Responsibilities of SOICs

14.1 SOICs shall be responsible for the implementation of internal controls and shall conduct training to
ensure that the dissemination and release policies contained in this Directive and the limitations on
the use of control markings are followed. SOICs shall assure that agency personnel are accountable
for the proper marking of classified information under this Directive and Section 5.6 of EO 12958,

14.2 SOICs shall establish challenge procedures by which US consumers may register ‘complaints about
the misuse of control markings or the lack of use of tear line reporting or portion marking.
Information concerning such challenges shall be provided to the Security Policy Board staff upon
request or for the annual review.

15.0 Annual Réport on the Use of Control Markings

15.1 The Security Policy Board staff shall report to the DCI and Deputy Secretary of Defense on
Intelligence Community compliance with this Directive, including recommendations for further
policies in this area. The report will include an in-depth evaluation of the use of control markings in
intelligence reporting/production, including consumer evaluations and producer perspectives on
implementation of the Directive. The report shall also include information and statistics on
challenges formally lodged pursuant to agency procedures under section 1.9 of Executive Order
12958 within and among intelligence agencies on the use of control markings, including their
adjudication and the number of times the authority in Section 10 was used and the documents
provided. In order to inform the Security Policy Board staff of substantive detail in these areas for
purposes of this review, Intelligence Community elements shall respond to requests for information
from the Security Policy Board staff. Intelligence Community elements may build this program into
their Self-Inspection programs under E.O. 12958, The Security Policy Board staff shall also obtain
pertinent information on this subject from intelligence consumers as required. :

15.2 The report required by this Section shall be conducted annually, unless otherwise directed by the

: DCI. The Staff Director, Security Policy Board shall establish the schedule for the report.

16.0 Interpretation

16.1 Questions concerning the implementagion of this policy and these procedures shall be referred to
the Community Management Staff.

Signed by George D. Tenet 30 June 1998

Director of Central Intelligence Date
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" Footnotes:

| This Directive supersedes DCID 1/7, dated 12 April 1995

2 Recipients will apprise originating agencies as to which components comprise the headquarters
element and identify subordinate elements that may be included as direct recipients of intelligence
information.

3 This provision is a requirement

declared Joint Chiefs of Staff (JCS) alert condition of defense emergency, air defense
emergency or DEFCON 3, )

. hostile action(s) being initiated against the United States or combined US/coalition/friendly
forces; x :
. US persons or facilities being immediately threatened by hostile forces;

" US or combined US/coalition/fiendly forces planning fo1 or being deployed to protect or
rescue US persons, or US/coalition/friendly forces;

. US civilian operations in response to US or international disasters/catastrophes of sufficient
severity to warrant Presidential declared disaster assistance/relief. o

of the Trade Secrets Act, as amended (18 USC 1905). The conseat
of the originator is required to permit release of material marked CAUTION-PROPRIETARY
INFORMATION INVOLVED, PROPIN or PR to other than federal government émployees.

4 For the purposes of implementing this portion of the DCID, "emergency situation" is defined as one
of the following: '

DCID 1/7 must be marked CONFIDENTIAL//NOFORN/IXI when attached to th_e text of

the DCID 1/7 Supplement.

UNCLASSIFIED//FOR OFFICIAL USE ONLY




CONTRACTOR TEMPEST QUESTIONNAIRE

1. The following TEMPEST questionnaire must be completed and sent to the contracting authority
and the Certified TEMPEST . Technical Authority within 30 days after contract has been

- awarded to CONTRACTORS who will be processing National Security Information at the
SECRET - SPECIAL CATEGORY or higher level. ‘This is an information collection
uestionnaire only.- This is not a directive, implied requirement or an encouragement to _gmcure

q
- TEMPEST equipment or shielding for use on this contract. DO NOT procure TEMPES
equipment unless specificaily directed by the contracting ity. .

_ a. Please answer the following questions dy and return the information o the
dontracting anthority and to the Ccmﬂedmggsn*'lyechmcalﬁmmomy listed below:

Department of the Navy .
Code 723AF
SPAWARSYSCEN
P. O. Box 190022 ,
. North Charleston, SC 29419-9022

1. What is the highest classificarion level of material to be processed/handled by electronic
or electromechanical automated information processing equipment? ¢

. 2. What special caegories of classified material {Sensitive Compartmented Information,
. Nuclear Comgmnd and Control, Special Access Program, Single Integrated Operational Plan, etc.)

. 3. What is the approximate percen ‘ of processing time.for Top Secret and Special.
Category informatiox_tcompnredxothetotsgomsing timeg? P . B

4. Provide the specific location, address and zip code, whers the classified processing will
be performed. S B

_ 5. Provide facility information, are there other.tenants, other tenant's names, type of
* business (govt., commercial, foreign commercial, foreign govt,, etc.).

__6. Provide the name, address, position title and phone number at the facility where
classified processing will occur, a point of contact who is knowledgeable of the processing .
requirement, the types of equipment to be used and the physical layout of the factlity. -

7. Perishability of Int_'omiation Processed - Identify if the information being processed is of
long term value (e.g. strategic) or short term value (e.g. tactical). '

. 8, Physical Control - Describe the physical/access control over the facility and areas
containing the system under review, This includes guards (number, hours of posting, patrols,
etc.); badging; control over access to facility; alarms; procedures to monitor/control uncleared or
unauthorized personne! including maintenance force, vending personnel, and telephone/power
maintainers/instaliers. Determine the'level of authority which exists for the inspection or removal
of personnel who could potentially exploit TEMPEST vulnerabilities. Examine the postng of
warning signs and the implementation of procedures in effect to exercise control over parking and
other areas adjacent to or in close proximity to the facility/system under review.

9. TEMPEST Profile of Equiﬁmcnt - Provide generic or actual TEMPEST profile

information for each equipment/system-used to process classified information at the facility.
Identify existing on-site TEMPEST test results for the facility including zoning tests.




b. Is this compaay fdreign owned or controlled? If so what is the country?

c. Provide contract number and identify sponsoring command.
a. Prime contractors cannot pass TEMPEST requirements to subcontractors.

Subcontractors must submit a Contractor,TlifMPEST Questionnaire prior to
processing. :

b. Interim for Top Secret Non Special Category and below is allowed once the
contractor’s T Countermeasure Review is received.

¢. TEMPEST Countermeasure Reviews for awarded contracts should be mailed return receipt
, requested to: .

Y .
Departmment of the Navy
Code 723AF .
SPAWARSYSCEN
B. O. Box 190022 »
North Charleston, SC 29419-9022

" d. Provide the local TEMPEST Control Officer with copy of countermeasure resalss

. e. For questions concemning the.completioi of this form contract Mr. Andy Fisher at
(803) 974-6785, DSN 563-2030 extension 6785, at SPAWARSYSCEN.
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OPERATIONS SECURITY GUIDANCE
FOR
CONTRACTORS

REFINITION

Operations security, or OPSEC, is the process of denying adversaries information about
{riendly [our] capabilities and intentions by jdeati ing. controlling, and _protecting indicate
associated with planning and conducting military operations and other activities,. OPSEC applies
and should be emphasized at all levels of management down 1o the lowest shop and office level.
Essentially, OPSEC has two objectives:

1. Protecting {riendly operations

2. Degrading an adversary's war fighting capabilities through denial or control of
information essential for planning and decision making.

One of the pr?me objectives of the U.S. intelligence community is the early acquisition of
critical information regarding the research, development, testing, and evaluation (RDT&E) of

adversarial milltary weapon systems and associated hardware. Conversely, there is no doubt

that this nations potential adversaries are also very interested in our own development of
military systems. '

1. The reason for this mutual interest derives from the basic objectives of military
intelligence: to avoid being surprised on the battlefield, while at the same time having the
sbility to render an adversary heipless through the element of surprise. :

2. To avoid being surprised on the-battlefield, it is of utmost importance to have prior
knowledge of weapons the adversary might use, their capabilities, methods of amployment and
susceptibility to countermeasures and countertactics. It is imperative that this information be
acquired as early as possible, thus making the development and initial testing phases of a
weapon system a prime target for intelligence collection.

The purpose of this foreign intelligence effort is to determine general developmental trends
of future U.S. weaponry, to obtain hard-core parametric data about specific weapons in order
to devise countermeasures, and 1o acquire advanced technology that could possibly reduce
developmental time and money associated with a country’s own military hardware programs.

With this emphasis, it is easy to. understand why our potential adversaries are most
interested in the work and results of the Department of Defense and its goOnNtractors.

Experience from the early days of .Vietnam and the original OPSEC elfort (code-named
Purple Dragon) demonstrated that something other than the traditional security programs
' (information, personnel, physical and industrial security] was required to maintain this element
of surprise and to deter foreign intelligence coilection efforts. This has developed the OPSEC
concept which, unlike conventional security programs, focuses on identitying and protecting the
specilic information needed by an adversary to undermine the effectiveness of a
operation or weapon system.

2

e ey —m ea e e |




OPSEC is not designed to replace traditional security programs. Tr.ad.itional sacurity
programs are aimed at the protaction of. classified information, while OPSEC is aimed at the

protection of indicators, classitied or unclassified, that reveal U.S. capabilities or
intentions.

Evaluations of peacetime and crisis deployments; exercises, reconnaissance, .systams
acquisition tests, personnel, logistics and security functions; test ranges, laboratories, and

other activities, revealed the need to apply OPSEC to RDTAE activities as well as combat
operations. A

INDICATORS

Unless an adversary has access to planning actions by means of espionage that exploit
classified inforration, he must depend on inteligence derived from detectable activitles.

1. Detectable activities include any emission or reflection of energy, any action, or
anything that can be easily observed or recorded, and alt_msterisl_syailable to_the
public. Detectable activities are defined as activities incident to routine operations that
convey information to our adversaries.

2. When detectable sctivities are observed, photographed or *detected” by human or
technical means-"they may provide our adversaries with sufficient information to reach
conclusions approximating classified information about our intentions and capabllities. This
enables our adversaries to make effective planning decisions.

3 Routinely; detectable activilies are harmiess; ~ howaever, when the information
revealed is agsential to the needs of the adversary, it may compromise our end product and

negate our efforts. These -harmiul detectable activities are known as Indicators and
observables.

a. An indicator is any item- of information which reflects an intention or
capability. Indicators. are obtained from -documentation such as supply stubs, persénnel

records, test schedules, test plans, QPSEC olans, required operational capabilities, program
introductioris, mission statements, test evaluations, efc.

b. An observable is an activity or anything (such as equipment, technicaf
documents, etc.) that can be observed. or photographed by human agents or any ot the
multidisciplined technical intelligence collaction methods such as the interception and analysis
of compromising computer emanations, radio and telephone communications, radar emissions,
and other intentional and unintentional electronic emissions, as well as technical imaging
techniques such as photography, infrared photagraphy, and radar imagery.

ERQOCESS

OPSEC is the process used in the ROT&E community to maintain the element of surprise
regarding the development of U.S. weapons systems. OPSEC, as applied to weapons systems
development, is the identification, control and protection of the specific essential information
needed by an adversary to develop countermeasures and countenactics, or that which could be |
crucial in the transfer of technology. The essential information that must be protected need
not be classified and is usually viewed as unimportant when examined in isolation.




OPSEC is a systematic process designed to be an integral part of overall planning.

_ 1. OPSEC planners must first establish an OPSEC team composed of employees from
various areas. The reason for the team approach is that OPSEC analysis requires close
coordination between management, security specialists, and subject matter experts.

2. The key 1o the OPSEC concept is the identification of the informauon'thag requires
protection.  This information is called Esszentigi Elements ot FErieadiv, [our]

: 1 and may be corporate proprietary data, classified information, privacy

data, For Official Use Only material, or- unclassified, but national security-sensitive,
information. : :

3. When Identifying EEFI, the team should include those items of information which
when put_together, would give either a piece or all of the. essential information. This step is

necessary because an adversary, like a puzzie enthusiast, does not need ail the pieces to
accurately guess what the picture is.

4. Next the team must identily the thireat 1o that information by creating a composite
profile of their adversary's intelligence collection capabilities.

-8, Chronologically identilying all activities involving’ the essential information is the
next step. All activity, inciuding supporting activities that might reveal essential information,
must be reviewed. It Is important to ensure the sequence of events is exactly how the
operation really works rather, than how management plans for it to work.

8.- Each event in which s‘nsitivo information appears is an opportunity for an
adversary to exploit, and is considered an OPSEC vuinerability. ‘

7. It is imperative to assume the adversary's point of view during the OPSEC process:
in order to know what our_adversaries see, we must look at our cperations with their eyes.
Additionally, from a fiscal point of view, if an adversary cannot exploit a vulnerability because
of the limitations in his intelligence collection capabilities, then no countermeasures are

required. On the other hand, it the adversary has the capability to exploit a vulnerability, then
countermeasures are warranted. '

8. Finally, the OPSEC team should prioritize the vuinerabilities from the most to the
least serious. Then the team can select countermeasures most effectively, using such factors
as cost, easa of implementation, and number of vuinerabilities reduced.

9. Two concepts the OPSEC team should consider when developing countermeasures
are: : :

a. Vulnerabliities can often be minimized but rarely eliminated

b. The abjective of the OPSEC pro'gram is to make collection sufficiently difficuit
‘to persuade the adversary to collect information somewhere eise. .

SPECIAL CONSIDERATIONS

Normally, contractors activities do. not in and of themseives, generate a great deai of
~ sensitive information or EEFI; however, contractor facilities, squipment and employees are

used to store, transmit and process classified information, unciassified but national security-
sansitive information, and EEFl which was generated outside their facilities.
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Contractor activities usually have little intrinsic intelligence value until associated with a
specific weapon system or activity. Unclassified, non-proprietary, For Official Use only, and
privacy data are not generally national security-related [ssues: however, this type of
information, when merged with information pertaining to specific weapons or weapons
systems, may become sensitive or even classified. Therefcre, it is Incumbent upon all
contractors 1o ascertain tha sensitivity of information before introducing the information into
their facilities. :

Operations and activities can be roughly divided into two categories with respect to OPSEC;
work performed inside workspaces and work performed outside workspaces.

1. |nside workspaces OPSEC is covered by traditional security programs. Protecting
information whether contained in computers, on written documents,. of in communications
networks is a matter of complying with information, personnsi, and physical security
procedures.. The essence of OPSEC Inside work spaces is identitying the information you need

to protect, establishing minimum procedures for™ protecting that information, and
communicating this to employsees. .

The sensitivity of information received by (as -opposed to generated by) the facility
from external sources must be determined and appropriately ‘communicated to employees at the
time this information is received at the faciity. -

2. Whermever work is performed gutside workspaces, or. whenever EEFI is released

from your workspaces (to other workspaces in or out of your facility) for whatever reason,
an OPSEC determination is necessary: will the activities unnecessarily expose sensitive

information, and what can be done to counter this exposure? This analysis must then be o

documerited in the form of an OPSEC plan. The OPSEC plan must address five issues:
a. The activity that invoives the sensitive information . |
b. The sensitive information that might be exposed
¢.. The threat to that informatian '

d. Where the information is vulnerable or what is it about the activity that
exposes this information -

e. What countermeasures can be applied to reduce or eliminate these
vulnerabilities. :




“FOR OFFICIAL USE ONLY” INFORMATION

The “For Official Use Only” (FOUO) marking is assigned to information at the time of its creation in a
DoD User Agency. It is not authorized as a substitute for a security classification marking but is used on

official government information that may be withheld from the public under exemptions 2 through 9 of the
Freedom of Information Act.

Other non-security markings, such as “Limited Official Use” and “Official Use Only” are used by non-DoD

User Agencies for the same type of information and should be safegnarded and handled in accordance with
instruction received from such agencies.

Useofthéabovemarlungsdoanotmeanthatthemfonnaﬁoncannotbereleasedtothepubhc, only that it
must be reviewed by the Government prior to its release to determine whether a slgmﬁcant and legitimate
government purpose is served by withholding the information or portions to it.

Identification Markings. An unclassified document containing FOUO information will be marked “For
Official Use Only” at the bottom of the front cover (if any), on the first page, on each page containing
FOUO information, on the back page, and on the outside of the back cover (if any). No portion markings
will be shown. Within a classified document, an individual page contains both FOUO and classified
information will be marked at the top and bottom with the highest security classification of information

appearmg on the page. If an individual portion contains FOUOQ information but no classified information,
the portion will be marked, “FOUO.”

Removal of the “For Official Use Only” marking can only be accomplished by the ongmator or other

competent authority. When the “For Official Use Only” status is terminated, allknownholderswillbe
notified to the extent practical.

Dissemination. Contractors may disseminate “For Official Use Only” information to their employees and
subcontractors who have a need for the information in connection with a classified contract.

Storage. During wosking hours, “For Official Use Only” information shall be placed in an out-of-sight
location if the work area is accessible to persons who do not have a need for the information. During
nonworking hours, the information shall be stored to preclude unauthorized access. Filing such material
with other unclassified records in unlocked files or desks, is adequate when internal building security is
provided during nonworking hours. When such internal security control is not exercised, locked buildings

or rooms will provide adequate after-hours protection or the material can be stored in locked receptacles
such as file cabinets, desks, or bookcases.

Transmission. “For Official Use Only” information may be sent via first-class mail or parcel post. Bulky
shipments may be sent by fourth-class mail.

Disposition. When no longer needed, FOUOQ information may be disposed of by tearing each copy into

pieces to preclude reconstructing, and placing it in a regular trash container or as directed by the User
Agency.

Unauthorized Disclosure. Unauthorized disclosure of “For Official Use Only” information does not

constitute a security violation but the releasing agency should be informed of any unauthorized disclosure.
The unauthorized disclosure of FOUO information protected by the Privacy Act may result in criminal
sanctions.

ATTACHMENT # 5 TO DD-254




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE

PAGE OF PAGES

1 ADMIN CIR, BLDG 982
CHINA LAKE CA 93555-6100

1 | 2
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE |4, REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO.(If applicable)
P00002 31-Oct-2001 N60530-0290-CYBC
6. ISSUED BY CODE | N68936 7. ADMINISTERED BY (If other than item 6) CODE [ S2101A
CDR NAWCWD CODE 210000D DCM BALTIMORE
ATTN: S. LAMBERT 217 E. REDWOOD, SUITE 1800
(760) 939-7652 BALTIMORE MD 21202-5299

THE SURVICE ENGINEERING COMPANY
JAMES B. FOULK

SURVICE ENGINEERING COMPANY
4695 MILLENNIUM DRIVE

8. NAME AND ADDRESS OF CONTRACTOR (No., Street, County, State and Zip Code)

9A. AMENDMENT OF SOLICITATION NO.

9B. DATED (SEE ITEM 11)

10A. MOD, OF CONTRACT/ORDER NO.

(a) By completing Items 8 and 15, and returning
or (c) By legram which i

Tnd,

letter or

Offer must acknowledge receipt of this amendment prior to the hour

copies of the

to the and d

dment; (b) By ack

1adoi

D is extended,

and date specified in the solicitation or as amended by one of the following methods:
receipt of this amendment on each copy of the offer submitted;

BELCAMP MD 21017 X | N68936-01-D-0037
10B. DATED (SEE ITEM 13)
CODE 7T988 |FACILITY CODE X | 26-Jul-2001
11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
The above bered solici is ded as set forth in Item 14, The hour and date specified for receipt of Offer

D is not extended.

b FAILURE OF YOUR ACKNOWLEDGMENT TO BE

a

provided each telegram or letter makes to the

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR
REJECTION OF YOUR OFFER. If by virtue of this amendment you desire

and this d

TO THE HOUR AND DATE SPECIFIED MAY RESULT IN

to change an offer already submitted, such change may be made by telegram or letter,
and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.
[T MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

CONTRACT ORDER NO. IN ITEM 10A.

A.THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE

MADE IN THE

office, appropriation date,

B.THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying
etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C.THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

mutual agreement of both parties.

D.OTHER (Specify type of modification and authority)

E. IMPORTANT: Contractor D is not,

is required to sign this document and return 1

copies to the issuing office.

where feasible.)
See pages herein

Except as provided herein, all terms and conditions of the d

fe d in Itern 9A or 10A, as |

o 4

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter

unchanged and ia full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

16A. NAME AND

TITLE OF CONTRACTING OFFICER (Type or print)

MAUREENA R MUELLER / CONTRACTING OFFICER

15B. CONTRACTOR/OFFEROR

(Signature of person authorized to sign)

15C. DATE SIGNED

16B. UNITED _STATES OF AMERICA

BY il A R

16C. DATE SIGNED

<" ] 31-Oct-2001

(Signature of Contracting Officer)

EXCEPTION TO SF 30
APPROVED BY OIRM 11-84

© 30-105-04

STANDARD FORM 30 (Rev. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243




N68936-01-D-0037
P00002
Page 2 of 2

SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES
Changes in Solicitation/Contract/Order Form

The contractor organization has changed from
THE SURVICE ENGINEERING COMPANY
SURVICE ENGINEERING COMPANY
1003 OLD PHILADELPHIA ROAD
SUITE 103
ABERDEEN, MD 21001-4011
to
THE SURVICE ENGINEERING COMPANY
SURVICE ENGINEERING COMPANY
4695 MILLENNIUM DRIVE
BELCAMP, MD 21017

Changes in Section B

The following clauses which are incorporated by full text have been added or modified:

B-NSTD-07 PAYMENT OF FIXED FEE
Subject to the withholding provisions of the clause at FAR 52.216-8, Fixed Fee, the fixed fee specified shall be

paid at the rate of 6 4), per direct labor hour for the prime contractor and core subcontractor(s) listed below
expended during each vouchering period; provided, however, that the total fee payable shall not exceed the fee
established in the delivery orders or the contract, whichever is lower,

Prime: SURVICE Engineering Company

Core Subcontractors: SRS Technologies
Computer Sciences Corporation




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

(a) By completing ltems 8 and 15, and returning
or (c) By letter or telegram which includes a

Offer must acknowledge receipt of this amendment prior to the

1 | 3
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE _ |4. REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO.(If applicable)
P00003 15-Nov-2002 N60530-0290-CYBC
6. ISSUED BY CODE | N68936 7. ADMINISTERED BY (If other than item 6) CODE | S2101A
CDR NAWCWD CODE 210000D DCM BALTIMORE
ATTN: L. FLETCHER 217 E. REDWOOD, SUITE 1800
1 ADMIN CIR, BLDG 2483 BALTIMORE MD 21202-5299
CHINA LAKE CA 93555-6100
3. NAME AND ADDRESS OF CONTRACTOR (No., Street, County, State and Zip Code) 9A. AMENDMENT OF SOLICITATION NO.
THE SURVICE ENGINEERING COMPANY
JAMES B. FOULK 9B. DATED (SEE ITEM 11)
SURVICE ENGINEERING COMPANY
4695 MILLENNIUM DRIVE x | 10A, MOD. OF CONTRACT/ORDER NO.
BELCAMP MD 21017 N68936-01-D-0037
10B. DATED (SEE ITEM 13)
CODE 77988 [FACILITY CODE X | 26-Jul-2001
T1. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
The above bered solicitation is ded as set forth in Item 14, The hour and date specified for receipt of Offer D is extended, D is not extended.

hour and date specified in the solicitation or as amended by one of the following methods:

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

to the solicitation and

b FAILURE OF YOUR ACKNOWLEDGMENT TO BE

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO
REJECTION OF YOUR OFFER. If by virtue of this amendment you des

THE HOUR AND DATE SPECIFIED MAY RESULT IN

ire to change an offer already submitted, such change may be made by telegram or letter,
provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

See Schedule

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM i4.

CONTRACT ORDER NO. IN ITEM 10A.

'A.THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

% |B.THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying
office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TOQ THE AUTHORITY OF FAR 43.103(B).

C.THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D.OTHER (Specify type of modification and authority)

E. IMPORTANT: Contractor is not, D is required to sign this document and return copies to the issuing office.

where feasible.)

- SEE HEREIN -

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter

Except as provided herein, all terms and conditions of the document refé d in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
MAUREENA R MUELLER / CONTRACTING OFFICER

15B. CONTRACTOR/OFFEROR

(Signature of person authorized to sign)

15C. DATE SIGNED

16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

BY /’-&Qm

15-Nov-2002

(Signature of Contracting Officer)

EXCEPTION TO SF 30
APPROVED BY OIRM 11-84

30-105-04 STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA
FAR (48 CFR) 53.243




N68936-01-D-0037
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Page 2 of 3

SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES
Changes in Section G
Summary for the Payment Office

As a result of this modification, the total funded amount of the contract is decreased by $500,000.00 from
$500,000.00 to $0.00

CLIN :0001
AA: 97X4930 NH2C 000 77777 0 068936 2F 000000 000290CYBCO00
is decreased by $500,000.00 from $500,000.00 to $0.00

Changes in Section H

The following clause which is incorporated by full text has been modified:

H-TXT-02 DESIGNATION OF CONTRACTING OFFICER'S REPRESENTATIVE
(a) The Contracting Officer has designated:
NAME: Jim Tucker
CODE: 418100D
ADDRESS: Commander, NAWCWD
1 Administration Circle
China Lake, CA 93555-6100
TELEPHONE NO. 760/939-8442
as the authorized Contracting Officer's Representative (COR) for this contract/order and

NAME: Martha L. Hoppus
CODE: 418100D
ADDRESS: Commander, NAWCWD
1 Administration Circle
China Lake, CA 93555-6100
TELEPHONE NO. 760/939-8424
as the authorized Alternate Contracting Officer’s Representative (ACOR) for this contract order.

(b) The COR is responsible for monitoring the performance and progress, as well as overall technical
management of the orders placed hereunder and should be contacted regarding any questions or problems of a
technical nature. In no event, however, will any understanding or agreement, modification, change order, or other
matter deviating from the terms of the contract between the Contractor and any person other than the Contracting
Officer be effective or binding upon the Government, unless formalized by proper contractual documents executed
by the Contracting Officer prior to the completion of this contract.

(c) When, in the opinion of the Contractor, the COR requests effort outside the scope of the contract, the
Contractor will promptly notify the Contracting Officer in writing. No action will be taken by the Contractor under
such technical instruction until the Contracting Officer has determined if such effort is within the contract scope,
and, if not, has issued a contract change.




Changes in Section J

The following clause which is incorporated by full text has been modified:
J-TXT-01 Section J - LIST OF ATTACHMENTS

TITLE

Exhibit A — DD FORM 1423, Contract Data Requirements List

Attachment 1- DD FORM 254, Contract Security Classification Specification

DATE

8/29/01

9/09/02

N68936-01-D-0037
P00003
Page 3 of 3

NO. OF PAGES
7

23




